DATA PROTECTION ADDENDUM	Comment by Kim Cornell: Required edits are highlighted in yellow.

Please remove all comments prior to sending to vendor.


This Data Protection Addendum (this “Addendum”), is entered into on ____________________, ________ (“Effective Date”) by Arthur J. Gallagher & Co. and its affiliates and subsidiaries (collectively, “Gallagher”) and _______________________ (“Vendor”) (together, the “Parties”).   	Comment by Kim Cornell: Revise as necessary based on Gallagher contracting entity

WHEREAS, the Parties have entered into, and may enter into in the future, one or more agreements for the provision of certain services by Vendor to Gallagher (individually and collectively, the “Agreement”);

WHEREAS, the Parties agree that in connection with the Agreement, Vendor may Process Gallagher Personal Data (as defined herein) and such Processing may be subject to certain restrictions mandated by Data Privacy Laws (as defined herein);

WHEREAS, the Parties agree that this Addendum amends and is fully incorporated into each Agreement; and

WHEREAS, to the extent that any of the terms in this Addendum contradict or conflict with any of the terms of the Agreement(s), the Parties agree that the terms of this Addendum shall take precedence and supersede the Agreement, unless such terms in the Agreement provide for greater protection as it relates to the security and Processing of Gallagher Personal Data and Confidential Information.

IN CONSIDERATION OF the mutual covenants and agreements set forth below, the Parties agree as follows:

[bookmark: _Ref109816128]DEFINITIONS
All capitalized terms herein shall have the meaning given to them in Exhibit 1.
GENERAL OBLIGATIONS
Vendor is the Processor under this Agreement and shall comply with its obligations under applicable Data Privacy Laws when Processing Gallagher Personal Data. In the event that Vendor determines that it can no longer meet the obligations of applicable Data Privacy Laws, Vendor must immediately notify Gallagher of such determination. 
Gallagher shall determine the purposes of Processing Gallagher Personal Data and Vendor shall only Process Gallagher Personal Data for the purpose of (and to the extent required for) properly performing Vendor's obligations under the Agreement and this Addendum or to comply with written instructions received from Gallagher. 
A general description of the nature of Processing undertaken by Vendor under this Addendum is defined in Exhibit 2. 
Except as otherwise expressly permitted by the Agreement or applicable Data Privacy Laws, Vendor shall not use, retain, sell, share, disclose or otherwise Process Gallagher Personal Data, whether in aggregate or individual form:
2.4.1	For any commercial purpose or any other purpose, including the servicing of a different business, other than as set forth in this Addendum or the Agreement;
2.4.2	Outside the direct business relationship between Vendor and Gallagher; or
2.4.3	For any type of marketing or advertising activity, including, without limitation, cross-context behavioral advertising or targeted advertising.
Vendor shall not aggregate, analyze, de-identify, pseudonymize or anonymise any of the Gallagher Personal Data for its own purposes.  Vendor agrees that any aggregated, anonymous, de-identified or pseudonymous Gallagher Personal Data that it receives from or on behalf of Gallagher or that it generates through providing the services cannot be re-associated or re-identified with a Data Subject and will publicly commit to not attempt to re-identify such data.
Vendor shall not combine Gallagher Personal Data with personal data that it receives from, or on behalf of, another person or persons, or collects from its own interactions with Data Subjects, except as allowed by applicable Data Privacy Laws.
Vendor shall not use any AI System (as defined in the AI Addendum) in connection with the Agreement, Gallagher Personal Data or Confidential Information, or the delivery of services or products to Gallagher without the prior written approval of Gallagher. Each specific use case must be approved by Gallagher in writing. To the extent that Vendor uses an AI System, Vendor agrees to comply with the terms and conditions of the AI Addendum [available at https://www.ajg.com/global-privacy-notice/gallagher-ai-addendum/].
Vendor hereby grants Gallagher the right, upon notice, to take reasonable and appropriate steps to stop and remediate Vendor’s compromise of, damage to, destruction of or unauthorized use, access or disclosure of Gallagher Personal Data.
DUE DILIGENCE
Vendor warrants and represents to Gallagher that the information that Vendor has provided in response to Due Diligence is accurate and will remain accurate with written updates from Vendor as needed for the duration of this Addendum.
Vendor shall provide accurate and prompt responses to Gallagher in relation to any further questions raised by Gallagher as part of its ongoing Due Diligence.
Vendor will immediately notify Gallagher in writing of any proposed change to its Security Measures or Processing activities which affect any answers given in any prior Due Diligence. If Gallagher reasonably believes that, as a result of the change, the protection given to Gallagher Personal Data, Confidential Information, Gallagher IT Systems or Vendor Systems is compromised or decreased, Vendor, at Vendor’s cost, shall make any changes reasonably required by Gallagher, to make the standard of its Security Measures and Processing activities no lower than the standards of the original Due Diligence. At all times, Vendor’s Security Measures and Processing activities shall be in compliance with applicable Data Privacy Laws.
ACCESS TO GALLAGHER PERSONAL DATA AND CONFIDENTIAL INFORMATION
To the extent that Vendor has access to Gallagher Personal Data, Confidential Information, Gallagher IT Systems or Gallagher Premises in order to provide the services or otherwise properly perform its obligations under this Addendum or the Agreement, Vendor shall ensure that access is limited:
to Vendor’s Personnel who need access to the extent strictly necessary to provide the services or to meet Vendor’s obligations, and who are:
bound by appropriate confidentiality and security obligations no less onerous than those imposed on Vendor under this Addendum; and
trained in applicable Data Privacy Laws and the obligations set out in this Addendum; and
by user authentication and log-on processes to ensure that only authorised Personnel have access.
SECURITY
[bookmark: _Ref109816137]Vendor shall implement and at all times have in place and maintain an appropriate and comprehensive written and documented technical and organizational information security program that, at a minimum, meets current industry practice and applicable Data Privacy Laws.
In respect of its Processing of Gallagher Personal Data or Confidential Information, Vendor shall, at a minimum, implement appropriate measures which:
[bookmark: _Ref109816031]comply with its security obligations under applicable Data Privacy Laws;
[bookmark: _Ref109816035]comply with the Technical and Organisational Measures attached as Exhibit 3; and
[bookmark: _Ref109816039]maintain appropriate technical and organisational measures to protect Gallagher Personal Data, Confidential Information, the Gallagher IT Systems and the Vendor Systems from a Security Breach,
(together, the “Security Measures”). In addition, Vendor agrees to implement within a reasonable time such additional Security Measures as may be reasonably requested by Gallagher from time to time to comply with applicable Data Privacy Laws and to protect Gallagher Personal Data and Confidential Information.
In the event of any conflict between Vendor’s obligations in this Addendum and any other security-related obligations in the Agreement, Vendor shall comply with the obligations that provide the most stringent and rigorous protection against Security Breaches.
Vendor shall keep accurate, written records of the Security Measures that it has in place and shall promptly provide a copy of such records to Gallagher upon request.
Vendor shall regularly test the Security Measures, but not less than once per year, to assess their effectiveness in protecting Gallagher Personal Data, Confidential Information, Vendor Systems and Gallagher IT Systems against a Security Breach and to ensure compliance with this Addendum and applicable Data Privacy Laws. Vendor shall maintain accurate, written records of such testing and promptly make such records available to Gallagher upon request.
[bookmark: _Ref109816056]SECURITY BREACH NOTIFICATION
In the event of a Security Breach, Vendor shall:
immediately conduct an appropriate investigation (given the nature of the Security Breach and the risk likely to be caused to Data Subjects, Gallagher and/or its customers) of the reasons for and impact of such Security Breach;
take all actions needed to prevent, contain and mitigate the impact of such Security Breach, remediate such Security Breach and prevent its recurrence, without undue delay;
[bookmark: _Ref109816087]provide written notice to Gallagher (using the contact information in Clause 14) without undue delay and in any event within twenty four (24) hours after Vendor or its Sub-Processor discovers such Security Breach;
comply with all reasonable requests issued by Gallagher regarding the investigation, containment, mitigation and remediation of the Security Breach and for preventing its recurrence;
provide regular, written updates to Gallagher following a Security Breach, at such intervals and providing such information as reasonably requested by Gallagher;
without undue delay, and in any event no more than two (2) business days after the date Vendor or its Sub-Processor discovers a Security Breach, and as required thereafter by Gallagher, provide a written report to Gallagher providing all available details concerning such Security Breach and any information reasonably requested by Gallagher, including, without limitation, any forensic, security (including any indicators of compromise), risk or compliance assessments and security control audit reports; and
[bookmark: _Ref109816067]keep accurate, written records regarding the Security Breach, including, without limitation, the cause(s), its effects and any remedial actions taken, in sufficient detail for Gallagher or a Regulator to verify Vendor’s compliance with this Clause 6. Vendor shall promptly make such records available to Gallagher on request, and shall, in all cases, provide the information and cooperation necessary for Gallagher to timely fulfil its reporting obligations under applicable Data Privacy Laws.
[bookmark: _Ref109816092]The notice in Clause 6.1.3 shall include details of:
the nature of the Security Breach, including, without limitation, (i) the categories of Gallagher Personal Data or Confidential Information involved; (ii) the number of Data Subjects affected; and (iii) the amount and nature of Gallagher Personal Data or Confidential Information involved;
the contact at Vendor who is responsible for liaising with Gallagher concerning the Security Breach;
the remediation measures being taken or proposed to be taken to address the Security Breach, to mitigate the adverse effects of the Security Breach and to prevent it recurring; and
any other information reasonably requested by Gallagher.
If it is not possible for Vendor to provide all the information required under Clause 6.2, Vendor shall provide this information in phases, as soon as it is available and without undue delay, but always in a timely manner so as to enable Gallagher to timely fulfil any and all reporting obligations under applicable Data Privacy Laws.
In the event of a Security Breach, Gallagher shall in its sole discretion determine whether and in what form, notification is required and to whom and whether Gallagher requires Vendor to make notifications on its behalf. Vendor shall not notify the Data Subjects affected in the Security Breach or any Regulator or other third party, unless such disclosure by Vendor is:
required by law, in which case Vendor shall to the extent permitted by law (i) not refer to Gallagher in any such notification; (ii) provide Gallagher with a copy of the proposed notification and consider any comments made by Gallagher before making such notification; (iii) provide Gallagher with as much notice as is reasonably possible that it intends to serve such notice or disclosure; and (iv) provide details of the legal requirement; or
approved in writing by Gallagher.
SUB-PROCESSORS
[bookmark: _Ref109816145]Vendor shall not provide access to Gallagher Personal Data or Confidential Information or sub-contract any of its obligations under this Addendum to a Sub-Processor without the prior written approval of Gallagher, which Gallagher may refuse, in its sole discretion, to provide. In order to obtain such approval Vendor will be required to demonstrate to Gallagher that Vendor has:
requested the same information from and met the standards that Gallagher expects of such Sub-Processors as set out when Gallagher conducted its Due Diligence of Vendor, and shall provide evidence of such Due Diligence when requested by Gallagher;
entered into a contract with the Sub-Processor containing terms at least as protective of Gallagher Personal Data, Confidential Information and Gallagher IT Systems as those contained in this Addendum and will provide Gallagher with a copy on request (redacting only the amount of charges); and
insofar as the contract involves a Restricted Transfer, ensured that the applicable Standard Contractual Clauses or other legally required clauses are at all relevant times entered into between the Vendor and each Sub-Processor to provide for the adequate protection of the transferred Gallagher Personal Data.
[bookmark: _Ref109816101]Gallagher confirms its approval of the Sub-Processors as set out in Exhibit 2.
Vendor confirms that in relation to the Sub-Processors listed in Exhibit 2 it has satisfied the requirements of Clauses 7.1.1 to 7.1.3.
Vendor shall maintain a list of all Sub-Processors that have been approved in writing by Gallagher and shall promptly provide Gallagher with a copy of that list on or prior to the Effective Date of this Addendum, whenever a new or replacement Sub-Processor is added, and upon Gallagher’s request.
Vendor shall remain fully liable for the Processing activities or omissions of each Sub-Processor as if they were its own and Vendor shall immediately notify Gallagher of any failure by any Sub-Processor to fulfil its data protection obligations under its contract.  Vendor agrees that any breach by a Sub-Processor shall be deemed a breach by Vendor of this Addendum.
RESTRICTED TRANSFERS AND SPECIAL LOCAL COUNTRY PROVISIONS
1.1 [bookmark: _Ref111727060]In the event of any Restricted Transfer of Gallagher Personal Data by Gallagher as data exporter and Vendor as data importer, the Parties agree that the applicable Restricted Transfer Provisions [available at https://www.ajg.com/global-privacy-notice/vendor-dpa-terms/] shall apply.
1.2 [bookmark: _Ref111727037]In the event that Gallagher Personal Data is Processed in or transferred from any jurisdiction identified in the Special Local Country Provisions, the Parties agree that they shall comply with the applicable Special Local Country Provisions [available at https://www.ajg.com/global-privacy-notice/vendor-dpa-terms/] with respect to the Processing or Transfer of such data.
ONWARD TRANSFERS
Vendor and/or its Sub-Processor shall not transfer (which shall include Process or access) any Gallagher Personal Data or Confidential Information to another country without Gallagher’s prior written consent.
[bookmark: _Ref109816106]If Gallagher provides such consent, Vendor shall take such further actions to ensure that the transfer is subject to adequate safeguarding measures such as standard contractual clauses in accordance with applicable Data Privacy Laws, as well as the Agreement and this Addendum.
On Gallagher’s request, Vendor shall promptly provide evidence of its compliance with Clause 9.2.
[bookmark: _Ref109816111]AUDIT
On Gallagher’s request, Vendor shall promptly make available to Gallagher, all information necessary to demonstrate its compliance with this Addendum and applicable Data Privacy Laws.
On Gallagher’s request, Vendor shall allow and provide reasonable assistance in relation to any audits (including, without limitation, audits or inspections conducted by Gallagher or an auditor designated by Gallagher) of its Processing of Gallagher Personal Data and Confidential Information, its access to Gallagher IT Systems and its compliance with this Addendum and applicable Data Privacy Laws. Upon reasonable notice, Vendor shall provide access to any Vendor Systems, premises and physical facilities where Gallagher Personal Data and Confidential Information are being Processed for such audits or inspections.  Vendor shall further cooperate and allow Gallagher to conduct ongoing manual reviews and automated scans of Vendor’s Systems and regular assessments, or other technical and operational testing at least once every twelve (12) months by Gallagher or Gallagher’s designated assessor or auditor.
If the testing, audit or assessments reveal that Vendor has not complied with the terms of this Addendum or applicable Data Privacy Laws, Vendor shall promptly remedy such non-compliance and implement a corrective action plan, taking any steps reasonably requested by Gallagher.
Each Party shall bear its own costs of complying with this Clause 10 unless the audit reveals any material non-compliance with the terms of this Addendum, the Agreement or applicable Data Privacy Laws, by Vendor, in which case Vendor shall reimburse Gallagher’s (or its auditor’s) reasonable costs and expenses associated with the audit (including, without limitation, reasonable legal fees and costs).
RECORDS AND NOTIFICATION 
Vendor shall maintain and promptly make available at Gallagher’s request (i) an accurate record of all its Processing of Gallagher Personal Data, including, without limitation, keeping accurate and up to date the information set out in Exhibit 2 and details of any onward transfers and (ii) where applicable, details of any Restricted Transfer of Gallagher Personal Data, including (a) the identification of the country or international organisation that the Gallagher Personal Data is transferred to and (b) a record of the safeguards the Vendor has put in place to ensure that the transfer is in accordance with applicable Data Privacy Laws.
Vendor shall notify Gallagher without undue delay (but in any event within twenty-four (24) hours) should it:
be required by Applicable Law to Process Gallagher Personal Data other than in accordance with this Addendum or the written instructions of Gallagher. In such case it shall notify Gallagher of the particular Applicable Law requirement, unless Applicable Law prohibits such notification;
receive, be issued with or notified of any complaint from a Data Subject relating to Gallagher Personal Data, or any request, demand or correspondence from a Regulator or third party (including any government body or the media) relating to or which involves Gallagher Personal Data. Vendor shall respond to such Data Subjects, Regulator or third party only in accordance with Gallagher’s written instructions; or
become aware of any circumstance which may cause either Party to breach this Addendum or applicable Data Privacy Laws in relation to the Gallagher Personal Data.
ASSISTANCE AND CO-OPERATION
Taking into account the nature of its Processing of Gallagher Personal Data and the information available to Vendor, Vendor shall provide all assistance reasonably requested by Gallagher in relation to Gallagher’s compliance with applicable Data Privacy Laws, including, without limitation:
Gallagher’s security obligations;
Gallagher’s obligations to notify Data Subjects and/or a Regulator of a Security Breach; and
Gallagher’s obligation to complete and review data protection and/or transfer impact assessments or consult with a Regulator.
Taking into account the nature of its Processing of Gallagher Personal Data, Vendor shall implement such technical and organisational measures to enable Vendor to provide any assistance reasonably requested by Gallagher for Gallagher to comply and timely respond to requests by Data Subjects to exercise their rights under applicable Data Privacy Laws, including, without limitation, their rights to access, correct, delete or object to the Processing of their Personal Data.  Vendor will promptly (and in any event within three (3) business days) inform Gallagher of any requests it receives directly from a Data Subject, cooperate with Gallagher in responding to any such request and only respond to the Data Subject as directed by Gallagher.
RETURN AND DELETION OF INFORMATION
[bookmark: _Ref109816122]Subject to Clause 13.2, within thirty (30) days of:
Gallagher Personal Data or Confidential Information no longer being required by Vendor to provide any services under this Addendum or the Agreement;
termination or expiration of this Addendum or the Agreement; and/or
written request of Gallagher, 
Vendor shall (a) as Gallagher directs, either securely return all Gallagher Personal Data and Confidential Information to Gallagher (in a timeframe and format requested by Gallagher), and/or securely delete, overwrite or destroy all Gallagher Personal Data and Confidential Information (including copies), such that the data and information are rendered unusable, unreadable, un-reconstructable and un-reidentifiable and (b) provide written certification to Gallagher that it has fully complied with this Clause 13.1. Vendor shall also instruct its Sub-Processor(s) to return or delete all Gallagher Personal Data and Confidential Information as directed by Gallagher.
If Vendor is required by Applicable Law to retain any Gallagher Personal Data or Confidential Information, Vendor shall inform Gallagher what it is retaining, the legal reason why it needs to be retained and the period for which it shall be retained. Upon expiry of that period Vendor shall contact Gallagher for further instruction as to whether to return or destroy the Gallagher Personal Data and Confidential Information and shall act in accordance with such instructions.
Until all copies of the Gallagher Personal Data and Confidential Information are deleted and/or returned, Vendor shall continue to comply with this Addendum.
[bookmark: _Ref109816044]CONTACTS
[bookmark: _Ref109816116]The following individuals shall be the primary contacts for purposes of any co-operation, communications or notices with respect to this Addendum:
Vendor contact:
[Name], [Title], [Phone], [E-mail]
Gallagher contact for Security Breaches: cyber_security@ajg.com. Gallagher contact for all other data protection communications or notices: GlobalPrivacyOffice@ajg.com.
Each Party shall promptly notify the other if any of the above contact information changes.
MATERIAL BREACH OF AGREEMENT
Vendor’s failure to comply with any of the provisions of this Addendum shall be considered a material breach of the Agreement. In such event, Gallagher may provide thirty (30) days’ written notice to Vendor notifying Vendor of such breach and afford Vendor with the ability to cure any such breach, but only to the extent curable, during such thirty (30)-day period. If Vendor is unable to cure the applicable breach, Gallagher may terminate the Agreement effective immediately upon written notice to Vendor without further liability or obligation to Vendor (other than for obligations rightly incurred prior to such termination).
EQUITABLE RIGHT
Vendor acknowledges that any breach of its obligations in this Addendum may cause Gallagher irreparable harm for which monetary damages would not be adequate compensation. Accordingly, Vendor agrees that, if there is such breach, or threatened breach, Gallagher is entitled to seek equitable relief, including a restraining order, injunctive relief, specific performance and any other relief that may be available, in addition to any other remedy to which Gallagher may be entitled at law or in equity.
INDEMNITY
Vendor will fully indemnify, keep indemnified and hold Gallagher and the Gallagher Group, and their respective employees, directors, officers, members and agents harmless from and against any and all losses, damages, fines, claims, costs and expenses (including, without limitation, reasonable legal expenses, forensic investigation fees, notification costs (including to Gallagher’s clients, Data Subjects and applicable governmental agencies) and credit and identity monitoring services for a period of two (2) years for affected Data Subjects, the costs to enforce its indemnity rights under this Addendum or to pursue its rights against any insurance providers) suffered or incurred by or awarded against Gallagher or Gallagher Group as a result of or in connection with:
any breach by Vendor of this Addendum;
a Security Breach;
 (a) any investigative, corrective or compensatory action required by a Regulator; (b) defending any investigation, allegation or claim made by a Regulator; or (c) any claim made by a Data Subject, in each case where those actions, investigations or claims have arisen as a result of a breach of this Addendum by Vendor or a Security Breach; or
where Vendor, through its act or omission, is itself in breach of, or causes Gallagher or the Gallagher Group, to be in breach of applicable Data Privacy Laws.
WAVIER OF LIABILITY LIMITATIONS
Notwithstanding anything to the contrary, any provisions in the Agreement that limit Vendor’s liability in any way shall not apply to Vendor’s obligations and responsibilities under this Addendum, including, without limitation, its indemnity obligations.
CYBER INSURANCE
Vendor agrees to maintain throughout the term of this Addendum a cyber-liability and technology errors and omissions insurance policy with a minimum limit of ten million US dollars (US$10,000,000) per occurrence/aggregate, inclusive of defense costs.  If coverage is written on a claims made basis, it should include extended reporting conditions of no less than three (3) years should the policy be cancelled.  Coverage shall be extended to include network security/privacy liability including: (i) computer or network systems attack, (ii) denial or loss of service, (iii) introduction, implementation or spread of malicious software code, (iv) unauthorized access and use of computer systems, (v) privacy liability and (vi) breach response coverage.  Coverage must be maintained for a period of at least three years (3) years after termination of the Agreement.
TERM
This Addendum shall become effective as of the Effective Date and shall remain in effect during the term of the Agreement, unless earlier terminated by Gallagher.  Notwithstanding the foregoing, any provision of this Addendum which contemplates performance or observance subsequent to any termination or expiration of this Addendum, including, without limitation, Clauses 13.3, 16, 17, 18 and 19, will survive any termination of expiration of this Addendum and continue in full force and effect.
[bookmark: _DV_M144]IN WITNESS WHEREOF, Vendor and Gallagher, by their duly authorized representatives, have executed and entered into this Addendum as of the Effective Date.
[Name of Vendor]						Arthur J. Gallagher & Co.	Comment by Kim Cornell: Update as necessary to Gallagher contracting entity
By: 								By: 						
Name:  ______________________________			Name: _____________________________
Title:  _______________________________			Title: ______________________________



Exhibit 1
Definitions
	“Applicable Law”
	means any law or regulation of any jurisdiction, in each case to the extent applicable to the Parties and their performance of obligations under the Agreement or this Addendum, and in each case as such laws are amended, repealed or replaced from time to time.

	“Confidential Information”
	[means the confidential information disclosed under this Addendum or the Agreement (collectively, the “Confidential Information”), whether or not such Confidential Information is marked or otherwise denoted as confidential, including any and all information provided by Gallagher to Vendor or its Sub-Processor, whether furnished before or after the Effective Date and regardless of the manner in which it is furnished (written, oral, electronic or otherwise), including, without limitation, (a) the fact of the existence of this Addendum or the Agreement; (b) financial information including pricing, business plans, purchasing activities, customer lists, investors, employees, business and contractual relationships, business forecasts, sales and merchandising, marketing plans and other information concerning Gallagher’s properties, facilities, equipment, products, services and operations; (c) Personal Data; and (d) any and all other proprietary information relative to Gallagher’s business, including, without limitation, information regarding employees and consultants, intellectual property, research, technology, drawings, works of authorship, models, inventions, know-how, processes, equipment, algorithms, software programs, software source documents and formulae related to the current, future and proposed business, products and services of Gallagher] or [shall have the same meaning as the definition in the Agreement].	Comment by Kim Cornell: Select appropriate definition

	“Controller”,
“Data Subject”, 
“Personal Data”, 
“Personal Data Breach”, 
“Processing” (and derivatives), 
“Processor”, 
“Special Categories of Personal Data” 
	has the same meaning (or equivalent conceptual term) as in  applicable Data Privacy Laws (or where not defined in applicable Data Privacy Laws, has the same meaning as defined in the EU General Data Protection Regulation 2016/679 of the European Parliament of the Council (“GDPR”).

	“Data Privacy Laws”
	means any laws or regulations of any jurisdiction governing the privacy, protection or Processing of Personal Data, in each case to the extent applicable to the use, collection, security or other Processing of Personal Data relating to the Agreement and in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: 
· [applicable country]Data Privacy Laws.	Comment by Kim Cornell: Guidance note:
 Insert applicable country here.
 If applicable country is an EEA country, add the EU Data Privacy Laws here (Option to also include specific local country law if an EEA country.)
If a global vendor, insert EU Data Privacy Laws, UK Privacy Laws and US Privacy Laws as the standard. (Option to add other applicable countries.)

	[Insert applicable country] Data Privacy Laws
	[Insert definition for applicable country – refer to Country Privacy Laws Definitions document]	Comment by Kim Cornell: Add all country definitions that are identified in the “Data Privacy Laws” definition above in the appropriate place on Exhibit 1 based on alphabetical order.

	“Due Diligence”
	means the due diligence undertaken by Gallagher from time to time on the security and Processing of Gallagher Personal Data by the Vendor, including Vendor Systems.

	“Gallagher Group”
	means:
(a) Gallagher and any subsidiary or holding company of Gallagher;
(b) any subsidiary of a holding company of Gallagher; and
(c)  any joint venture in which the entities in (a) and (b) above have an interest and, where the joint venture is a partnership or unincorporated association, any other person that is a party to that joint venture,
including, without limitation, in each case, any new such entity as may be introduced from time to time.

	“Gallagher IT Systems”
	means any computer, computer network, computer application, imaging device, storage device or media, mobile computing device or any other information technology hardware or software owned, licensed or leased by Gallagher or the Gallagher Group, or operated by a third party (including, without limitation, Personnel of a third party) on behalf of Gallagher or the Gallagher Group, which: (a) connects to or otherwise interacts with Vendor Systems; (b) is enabled or intended to access or interact with Gallagher Personal Data; or (c) is accessed  pursuant to this Addendum by Vendor or a third party (including, without limitation, Personnel of such third party) on behalf of Vendor.

	“Gallagher Personal Data”
	means any Personal Data of Gallagher, the Gallagher Group or the Gallagher Group’s prospective, current or historical customers, business contacts or Personnel, which is Processed by Vendor, or on Vendor’s behalf, pursuant to this Addendum.

	“Gallagher Premises”
	means the premises from which Gallagher or members of the Gallagher Group operate from time to time.

	“Personnel” 
	means any employee, officer, director, individual working as a consultant, independent contractor, agent and/or temporary worker of Vendor (excluding any Sub-Processor).

	“Regulator”
	means a public authority or other supervisory authority governing the activities of and with jurisdiction over either Party from time to time including, without limitation, any body that (a) supervises a particular industry or business activity or (b) supervises the privacy, protection or Processing of Personal Data, including, without limitation, the UK Information Commissioner’s Office, the European Data Protection Board and any successor body to a regulator from time to time.

	“Restricted Transfer”
	means a transfer of Gallagher Personal Data, where such transfer would be prohibited by Data Privacy Laws in the absence of additional safeguards such as Standard Contractual Clauses.

	“Security Breach”
	means an actual or reasonably suspected occurrence of (i) a Personal Data Breach or (ii) any act, incident, omission or other event  resulting from or involving Vendor or its Sub-Processor(s) or occurs at Vendor or Sub-Processor’s premises that (a) compromises the confidentiality, integrity, security or availability of Gallagher Personal Data, Confidential Information, Gallagher IT Systems or Vendor Systems; (b) results in the loss, inadvertent, unlawful, unauthorized use of, or unauthorized access, Processing, disclosure, alternation, corruption, transfer, sale, rental, destruction or damage to or destruction of Gallagher Personal Data, Confidential Information, Gallagher IT Systems or Vendor Systems or (c) requires notification to be given to affected Data Subjects and/or regulatory bodies including, without limitation, any unauthorized access to, disruption or misuse of any nonpublic information that materially affects the confidentiality, integrity or availability of Gallagher Personal Data.

	“Security Measures”
	means as defined in Clause 5.2.

	“Standard Contractual Clauses”
	means standard contractual clauses recognised by applicable Data Privacy Laws that provide for appropriate safeguards for a Restricted Transfer.

	“Sub-Processor”
	means a third party who has been sub-contracted by Vendor to perform any of its obligations under the Agreement or this Addendum and who has access to or Processes Gallagher Personal Data or Confidential Information.

	“Vendor Systems”
	means any computer, computer network, computer application, imaging device, storage device or media, mobile computing device or any other information technology, hardware or software that is owned, leased or controlled by Vendor or operated by a third party for or on behalf of Vendor that uses, creates, stores, accesses, Processes or transmits Gallagher Personal Data and/or Confidential Information and/or is connected to or otherwise interacts with Gallagher IT Systems.





Exhibit 2
Details of Processing undertaken by Vendor
	Nature and Purposes of Processing
	Gallagher Personal Data will be Processed by Vendor in the manner set out in the Agreement and for the purposes of delivering the services under the Agreement.
[Insert any additional description of processing]

	Duration of Processing
	Vendor will Process Gallagher Personal Data for the duration of the term of the Agreement or such other period as mutually agreed in writing by the Parties.

	Frequency of Any Restricted Transfer, if applicable
	[Not applicable] or if applicable, then [Continuous during the duration of Agreement] or [describe frequency, i.e., one-off, quarterly, etc.]

	Description of Gallagher Personal Data
(check all that apply)
	Gallagher Personal Data which Vendor may Process under this Schedule includes:
Categories of Personal Data:
☐ Name, date of birth, gender, marital status
☐ Professional contact details (such as company name, job title, work email, telephone number and address)
☐ Personal contact details (such as personal email, telephone number and address)
☐ Information relating to the services or products being provided  which may include information relating to insurance policies and claims history
☐ Information about an individual’s job (such as job title, business description, salary, pension and benefit informaion, education, employment history and professional certifications)
☐ Financial information that does not include security or access codes, passwords or other credentials allowing access to account (such as an individual’s financial history, income, bank account information, credit/debit card inormation, brokerage account number, tax information life insurance data)
☐ Disciplinary records, sanctions checks, background checks, credit checks, ant-fraud checks, or information relating to professinal disciplinary actions
☐ Application access information that does not include passwords or other credentials allowing access to the account (such as username, history of use)
☐ Website and social media data (such as IP address, online identifier, cookies related data, website history, browsing time)
☐ Information captured during telephone or video call recordings or office security (such as CCTV footage or swipe card data)
☐ An individual’s marketing preferences (such as consent or preferred method of communication)
☐ Other (please describe):[_________________________]
Categories of sensitive (special category) Personal Data:
☐ Political opinions, religious or philosophical beliefs or trade union membership
☐ National identifier numbers (such as social security, national health insurance, passport, visa, driving license, voter ID, tax ID, work permit)
☐ Racial or ethnic origin, citizen or immigration status
☐ Physical or mental health data, which may include details about a medical claim made under an insurance policy
☐ Sexual orientation or sex life
☐ Criminal record, including convictions or offenses 
☐ Precise geolocation data
☐ Biometric data
☐ Financial information such as bank acount or debit/credit card number in combination with any required security or access codes, passwords or other credentials allowing access to account 
☐ Application access controls which permit access to account (such as password, biometric data including fingerprints, facial/voice recogniation, retina scans, answers to security questions)
☐ Other (please describe):.............................

	Categories of Data Subjects
(check all that apply)
	☐ Employees (including contractors, consultants, etc.)
☐ Relatives and next of kin of employees (including contractors, consultants, etc.)
☐ Job Applicants
☐ Customers or parties covered under an insurance policy
☐ Third party claimants
☐ Experts instructed in relation to claims
☐ Witnesses to an incident
☐ Brokers, insurers and reinsurers
☐ Website users 
☐ Others (please described);__________________________


	List of Sub-Processors
	Gallagher has authorised the use of the following Sub-Processors:
[Insert list of Sub-Processors including the nature, purpose and duration of the processing carried out by Sub-Processor]





Exhibit 3
Technical and Organisational Measures 
Gallagher Information Security Requirements
Description of the technical and organisational measures implemented and to be maintained by the Vendor (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the Processing, and the risks for the rights and freedoms of natural persons.

The Vendor undertakes to implement and maintain the following controls in relation to Gallagher Personal Data and Confidential Information:
1. Measures of pseudonymization and encryption of Gallagher Personal Data and Confidential Information:

a.	Encrypt at rest and in transit.
b.	Store all backup copies as part of its designated backup and recovery processes in encrypted form, using a commercially supported encryption solution.
c. Encrypt all Gallagher Personal Data and Confidential Information stored on any portable or laptop computing device and any portable storage medium.

2. 	Measures for ensuring ongoing confidentiality, integrity, availability and resilience of  Processing systems and services:
 
a. Physical access controls

· Apply restrictions on physical access to the Vendor’s systems, including maintaining a list of authorized users to facilities containing such systems and appropriate authorization credentials.
· Conduct background checks for personnel who have access (physical or electronic) to Gallagher Personal Data consistent with applicable Data Privacy Laws.

b. Electronic access controls

· Unique user IDs and secure passwords with automatic blocking/locking mechanisms.
· Multi-factor authentication for remote access.
· Virtual Private Network (VPN) for remote access.
· Encryption of data carriers/storage media.
· Access rights implemented which adhere to the approach of least privilege and annual review of the same.
· User administration procedures define user roles and their privileges and how access is granted, changed and terminated.
· Logging of system access events (create, read, update, delete), including to ensure that it is possible to determine who has accessed specific Vendor Systems and information repositories.
· Implement authentication and access controls within media, applications, operating systems and Vendor’s systems, including utilization of Gallagher-provided multi-factor authentication protocols for all remote access to Gallagher’s IT Systems.
· Logical and/or physical segregation of Gallagher Personal Data so that Gallagher Personal Data is not commingled with any other data.

c. Data transfer controls - See section 1 above.

d. Data entry / input controls – See electronic access controls above.

e. Availability control

· Implement industry-standard network security using commercially available equipment and Industry Standard techniques, including firewalls, intrusion detection systems, access control lists and routing protocols.
· Use industry-standard anti-virus and malware protection software on Vendors’ systems. 
· Use industry-standard back-up strategies (online/offline; on-site/off-site). Back up Gallagher Personal Data and Confidential Information on a daily, weekly and monthly basis.

f. Organizational measures

· Implement and maintain written information security policies and procedures, including a Security Incident Response Plan and a Data Privacy Policy.
· Provide data protection and information security awareness training to all personnel who have access to or Process Gallagher Personal Data and/or Confidential Information and require them to acknowledge the training in writing.

3.	Measures for ensuring the ability to restore the availability and access to Gallagher Personal Data and Confidential Information in a timely manner in the event of a physical or technical incident:
· Have a Disaster Recovery plan that is regularly reviewed and tested on at least an annual basis.
· Have primary and backup data centres.
· Vendor Systems should have defined Recovery Point Objective (RPO) and Recovery Time Objective (RTO).

4.  Processes for regularly testing, assessing and evaluating the effectiveness of technical    and organizational measures in order to ensure the security of the Processing: 

· Regularly audit security measures and their effectiveness and remediate any deficiencies.
· Conduct enterprise risk assessments (at least annually), penetration testing (internal and external, at least annually) and vulnerability scans and testing on Vendor’s systems (once per release of relevant product version or a minimum of quarterly), make the corresponding reports or summaries of the reports available to Gallagher upon request, and promptly implement (at Vendor’s sole cost and expense) a corrective action plan to promptly correct any issues, risks, deficiencies and vulnerabilities that are identified in the course of such assessments or tests.

5.  	Measures for user identification and authorization: Please see (2) above.

6. 	Measures for the protection of Gallagher Personal Data and/or Confidential Information during transmission: Please see (1) above.

7. 	Measures for the protection of Gallagher Personal Data and/or Confidential Information during storage: Please see (1) and (2) above.

8. 	Measures for ensuring physical security of locations at which Gallagher Personal Data and/or Confidential Information is  Processed: Please see (2) above.

9. 	Measures for ensuring events logging:

· Monitor Vendor’s infrastructure 24 X 7 by its network operations centre and security operations centre.
· Correlate security logs and actively monitor logs.
· Notify relevant teams when suspicious activities occur.
· Maintain a Personal Data Breach log.
· As part of Vendor’s Incident Response process, maintain a record all incidents along with the steps taken to assess impact and remediate where necessary and implement any lessons learned.
· Implement and maintain a reasonable process to remove false positives from relevant monitoring/alerting rules.

10. Measures for ensuring system configuration, including default configuration: 

· Authenticate users prior to accessing Gallagher Personal Data and/or Confidential Information.
· Enforce passwords changes every ninety (90) days with no reuse of at least the past five (5) passwords.
· Establish user access management that includes strong passwords or pass phrases.
· Lock user accounts after five (5) consecutive failed login attempts.
· Disable unnecessary Vendor software.
· Implement default configurations prior to moving into production.

11. Application Security:
· Vendor agrees at all times to provide, maintain and support its software and subsequent updates, upgrades and bug fixes such that the software is and remains secure from those vulnerabilities as described in:
a. The Open Web Application Security Project’s (OWASP) “Top Ten Project” - see http://www.owasp.org; or
b. The CWE/SANS Top 25 Programming Errors - see http://cwe.mitre.org/top25/ or http://www.sans.org/top25-programming-errors/; or
c. Other generally recognised and comparable industry standards.

· Vendor agrees to promptly (and in any event within thirty (30) calendar days) implement available software critical security patches (all applicable systems and applications in production and backup environment) for all of Vendor Systems and applications supporting a software-as-a-service solution; if patching is not possible, every exception must be documented in writing and approved with appropriate rationale.

· To the extent software is used to fulfill the requirements of the Agreement or this Addendum, including, without limitation, software-as-a-service, Vendor shall, at a minimum, ensure that security features for such software: (i) support externalized authentication (e.g., federation via Security Assertion Markup Language (SAML) or Active Directory Federation Services (ADFS)) or have configurable password parameters (e.g., length, history, complexity, expiration); (ii) have multi-factor authentication capabilities or be compatible with industry accepted multi-factor authentication tools; and (iii) maintain (A) product authentication logs, and (B) logs indicating changes to user accounts that include detail of account leveraged to make the change, for as long as reasonably practicable, but in no instance for less than three (3) years after the log was last updated.

12.	Data Deletion:
· Vendor agrees at a minimum that destruction of Gallagher Personal Data and/or Confidential Information activities are to be performed according to the standards enumerated by the National Institute of Standards, Guidelines for Media Sanitization - see http://csrc.nist.gov/ or using a multi-pass erasure mechanism that meets good industry standards (including, without limitation, US DOD standard 5520.22-M).

13. Additional measures:

a. Comply with industry best IT and information security practice.
b. Perform the services within a framework of Vendor internal controls both sufficient to achieve compliance with Sarbanes-Oxley financial reporting control requirements and satisfactory to Gallagher (“SOX Controls”) and demonstrate its effective operation of the SOX Controls.
c. If Vendor Processes any payment card information for or on behalf of Gallagher, (i) comply with all current and future Payment Card Industry/Data Security Standards (PCI/DSS) - see http://www.pcisecuritystandards.org/ - and other standards, laws, rules, requirements and regulations applicable to the Processing of payment card information, and (ii) provide Gallagher with written evidence of such compliance upon request.
d. Comply with all applicable generally recognized industry standards including, without limitation,  the current standards and benchmarks set forth and maintained by:
(1) Center for Internet Security - see http://www.cisecurity.org; 
(2) National Institute for Standards and Technology - see http://csrc.nist.gov;
(3) Federal Information Security Management Act (FISMA) - see http://csrc.nist.gov; 
(4) Organization for the Advancement of Structured Information Standards (OASIS) - see http://www.oasis.opern.org; and
(5) Any applicable financial service industry requirements, such as New York Department of Financial Services Cybersecurity Requirements for Financial Services Companies.
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