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	Instructions on reaching out for questions relating to security terms, Technical and Organizational Measures (TOMS) and cyber insurance requirements
	Send all inquiries to GCIS.TPRM-Security.Mbx@ajg.com
	

	Instructions on reaching out for approvals and guidance re artificial intelligence (AI) uses
	See Global AI Addendum Playbook
	



OVERVIEW 

Use this playbook when engaging a vendor who is considered a controller under applicable data privacy laws. This playbook will provide guidance on which Gallagher Vendor DPA should be used depending on what services the vendor will be providing and depending on the vendor’s role as a processor or controller.  The playbook will then provide guidance on negotiating the terms of the DPA with a vendor who is a controller.

WHICH DPA SHOULD BE USED

Step 1 – Should I use Gallagher or the vendor’s DPA? 

The preferred approach is to use Gallagher DPA templates for all vendors. However, it may be acceptable to use a vendor’s DPA template when (i) it is large global vendor and its DPA includes specific terms for the products or services being provided by the vendor or (ii) the vendor is not willing to accept Gallagher’s template. This playbook may be used as a resource when reviewing edits made to Gallagher’s DPA or when reviewing the terms of the vendor’s DPA. If the vendor DPA is going to be used, it is best NOT to agree to vendor’s online terms, but instead require that the terms be downloaded and signed, with any agreed upon revisions.

Step 2 – Is the vendor a controller or a processor?

Processor: A vendor is most often considered a processor (service provider) under applicable data privacy laws. A processor only handles personal data under the instructions and on behalf of the controller. This is not the playbook to use in this situation; you should refer to the vendor controller-to-processor (C2P) DPA playbook and templates for vendors who are considered processors.

Controller: There are limited circumstances when a vendor is considered a controller under applicable data privacy laws. A controller decides the purposes for and means by which personal data will be processed. A vendor that is a controller will have significant discretion in how it uses data and provides services; it may be bound by a professional code or under legal requirements to process the personal data outside of Gallagher’s direction. When the vendor is a controller, you should use this playbook and the applicable Vendor controller-to-controller (C2C) DPA templates issued by the GPO. There are two version of the Vendor C2C DPA: one where Gallagher is the data discloser (DD) and one where Gallagher is the data recipient (DR).

Both Processor and Controller: There may be instances where a vendor provides certain services as a processor, and provides other services as a controller. Example: An outside consultant may provide auditing services where they must be able to control how they process data in order to meet their legal and professional responsibilities, in which case they would be a controller for those services. However, in another circumstance, they may be reviewing and analyzing personal data under Gallagher’s direction, in which case they would be a processor for those services. In this situation, Gallagher may be required to enter into two separate DPAs with the vendor to address their obligations when they are acting as a controller and when they are acting as processor.

Examples of Processor or Controller Services: Examples to illustrate when a vendor may be a controller or a processor based on the services to be provided are listed in the chart on the next page.

Step 3 – Is Gallagher the data discloser (DD) or the data recipient (DR)?

If the vendor is a controller, you will then need to determine if Gallagher will be disclosing Personal Data to the vendor or receiving Personal Data from the vendor. Most often Gallagher will be disclosing data (DD) to a vendor, but occasionally Gallagher will be the recipient of data (DR) from the vendor. There are two versions of the C2C vendor DPA available to use: one where Gallagher is the data discloser (DD) and one where Gallagher is the data recipient (DR). Gallagher wants more stringent requirements on a vendor when we disclose the data to the vendor (DD) as compared to when Gallagher is the recipient of the data (DR). If there is a circumstance when Gallagher is both a data discloser and a data recipient, use the data discloser (DD) template.

· C2C DPA version where Gallagher is the data discloser (DD) is titled: Vendor C2C DPA template - DD - 251218.docx
· C2C DPA version where Gallagher is the data recipient (DR) is titled: Vendor C2C DPA template - DR – 241218.docx
· Global versions of each are also provided with the EU, UK, and US Data Privacy Laws pre-populated.
· Global Vendor C2C DPA - DD - 251218.docx
· Global Vendor C2C DPA - DR - 241218.docx

Examples of Processor or Controller Services: The chart below provides examples of when Gallagher is likely to be the data discloser or the data recipient.

	Examples of Processor or Controller Services 
	Likely to be a Controller to Processor (C2P) arrangement
	Likely to be a Controller to Controller (C2C) arrangement
	Gallagher as discloser of data (DD) in the relationship
	Gallagher as the recipient of data (DR) in the relationship

	Acting under Gallagher’s strict instructions
	ü
	
	DD
	

	Claims – When acting under Gallagher’s strict instructions
	ü
	
	DD
	

	General office services – Archiving, shredding / confidential waste, printing, ad hoc services
	ü
	
	DD
	

	IT – Website design and hosting, systems and applications, cloud-based services
	ü
	
	DD
	

	Marketing – Printing, mailing houses, telemarketing services
	ü
	
	DD
	

	Has significant discretion in how it uses data and provides services, for example bound by a professional code or legal obligations
	
	ü
	DD
	DR

	Claims – If there is significant discretion in how it uses data and provides services, for example bound by a professional code
	
	ü
	DD
	

	Claims handlers – If there is a wide authority to handle and settle claims without reverting to Gallagher
	
	ü
	DD
	

	Claims – Surveillance, experts, and other third parties
	
	ü
	DD
	

	Financial Crime – If there is wide discretion as to the information collected and how it is used (i.e., Investigation agents)
	
	ü
	DD
	

	Finance - Credit card processor payments
	
	ü
	DD
	

	HR Recruiters
	
	ü
	
	DR

	Lawyers
	
	ü
	DD
	

	Marketing – Buying lists, Lead generation providers
	
	ü
	
	DR

	Marketing – Sponsorship
	
	ü
	DD
	

	Travel – airlines, hotel, agencies
	
	ü
	DD
	



Navigating this Playbook
· Column 1 – Section Topic – if reviewing the terms of a vendor DPA, this column will help identify a comparable Gallagher DPA clause.
· BOLD text is a general topic
· Italic text is a subtopic
· Column 2 – Gallagher C2C DPA DD Clause # and Text  (when Gallagher is the data discloser (DD) to the vendor)
· This version will be used most often with vendors who are controllers
· This DPA should be used when Gallagher is contracting with a vendor who is a controller AND Gallagher will be disclosing personal data to the vendor.
· Column 3 – Gallagher C2C DPA DR Clause # and Text  (Gallagher a recipient of data (DR) from the vendor)
· This DPA should be used when Gallagher is contracting with a vendor who is a controller AND Gallagher will be receiving personal data from the vendor.
· Helpful hints:
· Grey highlighted text indicates where text is different between DD and DR versions.
· Purple text indicates processor terms required by GDPR. GDPR does not require specific C2C terms except when Standard Contractual Clauses are required for data transfers. GDPR as used in this Playbook refers to both GDPR and UK GPDR
· Green text indicates processor terms required by US laws. These are not legally required for controllers.
· Recommend including GDPR and US processor terms with vendors where possible, even if not legally required for controllers.
· Blue text indicates guidance on Gallagher’s negotiation position for that clause, which can assist with reviewing edits to Gallagher’s DPA or editing a vendor’s DPA.
· Clause references – All clause references should be checked after review and edit of the DPA to ensure the clause references are accurate.



Guidance on Reviewing DPAs
	Section Topic
[subtopics are italicized]

	Gallagher DPA Clause # and Text  (Use when Gallagher is the data discloser – DD)
· Grey highlighted text indicates where text is different from the DR text
· Purple text indicates processor terms required by GDPR
· Green text indicates processor terms required by US laws
· Recommend including terms where possible, even if not legally required for controllers
	Gallagher DPA Clause # and Text (Use when Gallagher is the recipient of data – DR)
· Grey highlighted text indicates where text is different from the DR text
· Purple text indicates processor terms required by GDPR
· Green text indicates processor terms required by US laws
· Recommend including terms where possible, even if not legally required for controllers


	PREAMBLE

	
	This Data Protection Addendum (this “Addendum”), is entered into on ____________________, ________ (“Effective Date”) by Arthur J. Gallagher & Co. and its affiliates and subsidiaries (collectively, “Gallagher”) and _______________________ (“Vendor”) (together, the “Parties”).
Guidance: 
· Enter the effective date of the agreement.
· Revise the “Gallagher” entity’s legal name as necessary for the Gallagher contracting entity – if DPA is only intend to apply to one Gallagher entity, remove “and its affiliates and subsidiaries (collectively,”.
· Enter the vendor entity’s legal name – If DPA is intended to apply to all vendor entities, add “and its affiliates and subsidiaries (collectively,”.
Delete all comments prior to sending to third party.
	This Data Protection Addendum (this “Addendum”), is entered into on ____________________, ________ (“Effective Date”) by Arthur J. Gallagher & Co. and its affiliates and subsidiaries (collectively, “Gallagher”) and _______________________ (“Vendor”) (together, the “Parties”).
Guidance: 
· Enter the effective date of the agreement.
· Revise the “Gallagher” entity’s legal name as necessary for the Gallagher contracting entity – if DPA is only intend to apply to one Gallagher entity, remove “and its affiliates and subsidiaries (collectively,”.
· Enter the vendor entity’s legal name – If DPA is intended to apply to all vendor entities, add “and its affiliates and subsidiaries (collectively,”.
Delete all comments prior to sending to third party.

	
	WHEREAS, the Parties have entered into, and may enter into in the future, one or more agreements for the provision of certain services by Vendor to Gallagher (individually and collectively, “Agreement”);
Guidance:
Minor revisions allowed provided intent of clause remains.
Acceptable to revise language to identify a specific agreement.
	WHEREAS, the Parties have entered into, and may enter into in the future, one or more agreements for the provision of certain services by Vendor to Gallagher (individually and collectively, “Agreement”);
Guidance:
Minor revisions allowed provided intent of clause remains.
Acceptable to revise language to identify a specific agreement.

	
	WHEREAS, the Parties agree that in connection with the Agreement, Vendor may Process Gallagher Personal Data and such Processing may be subject to certain restrictions mandated by Data Privacy Laws;
Guidance:
If the vendor wants the DPA to be mutual (meaning, both parties will be providing personal data to each other), then the DPA should be revised to make the provisions mutual and limit the obligations imposed on Gallagher to the extent possible (consider the terms of the Vendor C2C DPA – DR template as a guide).
	WHEREAS, the Parties agree that in connection with the Agreement, the Parties may provide Personal Data to each other for Processing and such Processing may be subject to certain restrictions mandated by Data Privacy Laws;

	
	WHEREAS, the Parties agree that this Addendum shall apply to each Agreement entered into by the Parties; and
Guidance:
The DPA must become part of the underlying agreement by reference. If using a vendor DPA, make sure a comparable provision is included.
	WHEREAS, the Parties agree that this Addendum shall apply to each Agreement entered into by the Parties; and
Guidance:
The DPA must become part of the underlying agreement by reference. If using a vendor DPA, make sure a comparable provision is included.

	
	WHEREAS, to the extent that any of the terms in this Addendum contradict or conflict with any of the terms of the Agreement, the Parties agree that the terms of this Addendum shall take precedence and supersede the Agreement.
IN CONSIDERATION OF the mutual covenants and agreements set forth below, the Parties agree as follows:
Guidance:
The intent of this clause must remain intact. If using a vendor DPA, make sure a comparable provision is included.
	WHEREAS, to the extent that any of the terms in this Addendum contradict or conflict with any of the terms of the Agreement(s), the Parties agree that the terms of this Addendum shall take precedence and supersede the Agreement.
IN CONSIDERATION OF the mutual covenants and agreements set forth below, the Parties agree as follows:
Guidance:
The intent of this clause must remain intact. If using a vendor DPA, make sure a comparable provision is included.

	DEFINITIONS

	DEFINITIONS
Capitalized terms
	1 All capitalized terms herein shall have the meaning given to them in Exhibit 1.
Guidance: See Definitions section below for guidance.
	1 All capitalized terms herein shall have the meaning given to them in Exhibit 1.
Guidance: See Definitions section below for guidance.

	GENERAL OBLIGATIONS

	GENERAL OBLIGATIONS
Independent controller
	2.1 In respect of the Gallagher Personal Data that is Processed under this Agreement, each Party is an independent Controller and shall Process the Gallagher Personal Data to fulfil its respective rights and obligations under the Agreement and in compliance with applicable Data Privacy Laws.
Guidance: Reach out to GPO if vendor requests change to “Joint Controller”.
	2.1 In respect of the Personal Data that is Processed under this Agreement, each Party is an independent Controller and shall Process any Personal Data received from the other Party to fulfil its respective rights and obligations under the Agreement and in compliance with applicable Data Privacy Laws.
Guidance: Reach out to GPO if vendor requests change to “Joint Controller”.

	GENERAL OBLIGATIONS
In the event of processor activities
	[bookmark: _Ref109810876]2.2 As it relates to this Addendum, neither party is acting as Processor for the other party. To the extent that either Party acts as a Processor for the other Party, the Parties shall enter into a contract that complies with applicable Data Privacy Laws with regards to the content of Controller to Processor contracts.
Guidance: If the vendor is also acting as a Processor for Gallagher (e.g., when the vendor is providing other services as a Processor under a separate SOW), an additional DPA should be put in place. Send the vendor the Vendor C2P DPA or otherwise revise the vendor DPA following the guidance in the Vendor C2P DPA Playbook. 
	2.2 As it relates to this Addendum, neither party is acting as Processor for the other party. To the extent that either Party acts as a Processor for the other Party, the Parties shall enter into a contract that complies with applicable Data Privacy Laws with regards to the content of Controller to Processor contracts.
Guidance: If the vendor is also acting as a Processor for Gallagher (e.g., when the vendor is providing other services as a Processor under a separate SOW), an additional DPA should be put in place. Send the vendor the Vendor C2P DPA or otherwise revise the vendor DPA following the guidance in the Vendor C2P DPA Playbook.

	
	N/A [Not in Gallagher as Data Discloser DPA.]
Guidance: 
Vendor may require a provision similar to the provision in the DR template. Legal should consider if there any risks to including this provision or a similar provision. If no significant risks identified, then the following language is acceptable to include: 
“2.3 In relation to the Gallagher Personal Data provided to Vendor, Gallagher shall ensure that in particular:
2.3.1	it has provided the Data Subjects of the Gallagher Personal Data with a fair processing notice in accordance with applicable Data Privacy Laws, which allows it to transfer the Gallagher Personal Data to Vendor and allows Vendor to Process it for the Purposes; and
2.3.2	when required by applicable Data Privacy Laws, it has obtained the consent of the Data Subjects prior to its transfer of the Gallagher Personal Data to Vendor to enable Vendor to Process the Gallagher Personal Data for the Purposes.”
	2.3 In relation to the Personal Data provided by the Data Discloser to the Data Recipient, the Data Discloser shall ensure that in particular:
2.3.1
it has provided the Data Subjects of the Personal Data with a fair processing notice in accordance with applicable Data Privacy Laws, which allows it to transfer the Personal Data to the Data Recipient and allows the Data Recipient to Process it for the Purposes; and
2.3.2
when required by applicable Data Privacy Laws, it has obtained the consent of the Data Subjects prior to its transfer of the Personal Data to the Data Recipient to enable the Data Recipient to Process the Personal Data for the Purposes

	GENERAL OBLIGATIONS
	2.3 In relation to the Gallagher Personal Data and Confidential Information received by Vendor, Vendor shall:
	2.4 In relation to the Personal Data and Confidential Information received by Data Recipient, the Data Recipient shall:

	GENERAL OBLIGATIONS
Limitation of processing
	[bookmark: _2.3.2_only_Process]2.3.1 only Process the Gallagher Personal Data and Confidential Information for the Purposes and as required by law;
Guidance:
· If using a vendor DPA and UK, EEA or US data is involved, make sure that comparable text is included.
· Required by GDPR Art 13(3) and Art 29, EU SCC cl 7.
· Required in US (California CCPA 1798.100(d), CCPA Reg. 7051 )
· Review definition of “Purpose” below for additional guidance
· Escalate to privacy lead if vendor tries to expand their right to use personal data (example, for their own commercial purposes).
	2.4.1 only Process the Gallagher Personal Data for the Purposes and as required by law;
Guidance:
· If using a vendor DPA and UK, EEA or US data is involved, make sure that comparable text is included.
· Required by GDPR Art 13(3) and Art 29, EU SCC cl 7.
· Required in US (California CCPA 1798.100(d), CCPA Reg. 7051).
· Review definition of “Purpose” below for additional guidance.


	GENERAL OBLIGATIONS
Limitations on use of Personal Data
	[bookmark: _2.3.3_not_sell,]2.3.2 not sell, share or Process Gallagher Personal Data and Confidential Information (i) for any commercial or other purpose other than the Purposes; (ii) outside the direct relationship of the Parties; or (iii) for cross-context behavioural advertising or targeted advertising;
Guidance:
· Required in US (California CCPA 1798.100(d) and 1798.115(d), CCPA Reg. 7051 )
If US data is involved, minor edits may be acceptable provided prohibitions against “sell”, “share”, commercial purpose”, “cross-context behavioral advertising” and “targeted advertising” remain.
	2.4.2 not sell, share or Process Personal Data (i) for any commercial or other purpose other than the Purposes; (ii) outside the direct relationship of the Parties; or (iii) for cross-context behavioural advertising or targeted advertising; and

Guidance:
· Required in US (California CCPA 1798.100(d) and 1798.115(d), CCPA Reg. 7051)
If using a vendor DPA and US data is involved, make sure that comparable text is included.

	GENERAL OBLIGATIONS
Technical and organization information security program
	[bookmark: _2.3.4_at_all]2.3.3 at all times establish and maintain appropriate technical and organizational measures (a) to protect against unauthorized or unlawful Processing, accidental loss or destruction of, or damage to, Gallagher Personal Data and Confidential Information and (b) to protect the Gallagher Personal Data and Confidential Information from a Security Breach, taking into account the risks represented by the Processing and the volume and nature of the Gallagher Personal Data and Confidential Information;
Guidance:
If using a vendor DPA, make sure a comparable provision is included.

A similar provision may also be included in the vendor’s technical and organization/security measures document. Review to confirm no conflicts.  

Escalate to TPRM if any security terms are revised, deleted or added.
· Required by GDPR Art. 24, Art. 25 and Art. 32
· Required in US (Colorado 6-1-1308 (5))
	2.4.3 at all times establish and maintain appropriate technical and organizational measures (a) to protect against unauthorized or unlawful Processing, accidental loss or destruction of, or damage to, the Personal Data and (b) to protect the Personal Data from a Security Breach, taking into account the risks represented by the Processing and the volume and nature of the Personal Data and Confidential Information.


Guidance:
If using a vendor DPA, make sure a comparable provision is included.

A similar provision may also be included in the vendor’s technical and organization/security measures document. Review to confirm no conflicts.

Escalate to TRPM if any additional security terms are proposed by Vendor.
· Required by GDPR Art. 24, Art. 25 and Art. 32
· Required in US (Colorado 6-1-1308 (5))

	GENERAL OBLIGATIONS
Comply with Gallagher’s TOMS
	2.3.4 comply with the Technical and Organizational Measures attached as Exhibit 2 hereto;
Guidance:
If using a vendor DPA with vendor’s security standards, compare Gallagher’s TOMS with vendor’s security standards.  Escalate to TPRM if any security terms vary from the approved Gallagher TOMS or if vendor revised or deletes any of the security terms.
The vendor as a Controller may push back on including TOMS. If so, the TOMS can be stricken unless the Restricted Transfer provisions are required.
If Restricted Transfer provisions are required, then either (i) Exhibit 2 should remain and apply to all data being processed; or (2) Exhibit 2 can be deleted, Exhibit 3 shall be renumbered Exhibit 2 and the TOMS should be added to the new Exhibit 2 as Annex II of the SCCs, in which case, the TOMS will only apply to the Personal Data that is subject to the SCCs.
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
If vendor requires that TOMS or other security measures be included in the DPA, TPRM must review to determine if the vendor is asking for anything that Gallagher cannot currently comply with or is unreasonable.

	GENERAL OBLIGATIONS
Prohibition on aggregating, analysing, de-identifying, pseudonymizing, or anonymizing Personal Data
	2.3.5 not aggregate, analyze, de-identify, pseudonymize or anonymise any of the Gallagher Personal Data and Confidential Information for its own purposes.
Guidance:
Alternative acceptable language: “only use aggregate/anonymized data to improve services or product provided to Gallagher or to detect fraud; and”
Vendor should not be allowed to use Gallagher data in aggregate, pseudonymized, anonymized or de-identified format for its own purposes without approval from the Gallagher business.  

This may be acceptable based on the type of vendor and data being processed.  For example, if the vendor is processing claims data and wants to use the data in any way that could provide relevant information to the insurance industry in general, then we should reject this. We would want to own any insights obtained from that data. On the other hand, if the vendor is only collecting Gallagher employee data and the aggregate data is only used to improve their products or services (and not for marketing purposes) that may be acceptable.
Escalate to business stakeholder and privacy lead to determine if any other uses proposed by vendor may be accepted.
	N/A [Not in Gallagher as Recipient DPA.]

Guidance:
if the vendor wants to restrict how Gallagher can aggregate, analyze, de-identify, or pseudonymize or anonymize data, consult with the business stakeholder and Privacy Lead to determine if these prohibitions are reasonable considering the services being provided.

	ARTIFICIAL INTELLIGENCE OR AI SYSTEMS
	2.4 Vendor shall not use any AI System (as defined in the AI Addendum) in connection with the Agreement, Gallagher Personal Data or Confidential Information, or the delivery of services or products to Gallagher without the prior written approval of Gallagher. Each specific use case must be approved by Gallagher in writing. To the extent that Vendor uses an AI System, Vendor agrees to comply with the terms and conditions of the AI Addendum [available at https://www.ajg.com/global-privacy-notice/gallagher-ai-addendum/].
Guidance:
Refer to guidance in AI Addendum Playbook
	2.4 Vendor shall not use any AI System (as defined in the AI Addendum) in connection with the Agreement, Gallagher Personal Data or Confidential Information, or the delivery of services or products to Gallagher without the prior written approval of Gallagher. Each specific use case must be approved by Gallagher in writing. To the extent that Vendor uses an AI System, Vendor agrees to comply with the terms and conditions of the AI Addendum [available at https://www.ajg.com/global-privacy-notice/gallagher-ai-addendum/].

Guidance:
Refer to guidance in AI Addendum Playbook

	[bookmark: _ACCESS_TO_GALLAGHER]ACCESS TO GALLAGHER PERSONAL DATA AND CONFIDENTIAL INFORMATION

	ACCESS TO GALLAGHER PERSONAL DATA AND CONFIDENTIAL INFORMATION 
Access Limitations
	3.1 To the extent that Vendor has access to Gallagher Personal Data and Confidential Information in order to provide the services or otherwise properly perform its obligations under this Addendum or the Agreement, Vendor shall ensure that access is limited:
Guidance:
· Required by GDPR Art. 28
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
Language similar to the C2C DPA DD is acceptable if required by vendor.

	ACCESS TO GALLAGHER PERSONAL DATA AND CONFIDENTIAL INFORMATION 
Requirements for access
	3.1.1 to Vendor’s Personnel who need access to the extent strictly necessary to provide the services or to meet Vendor’s obligations, and who are:
bound by appropriate confidentiality and security obligations no less onerous than those imposed on Vendor under this Addendum; and
trained in applicable Data Privacy Laws and the obligations set out in this Addendum; and
Guidance:
Minor edits may be acceptable provided intent of provision remains. These terms may also be captured in separate TOMS or security measures or, in the underlying agreement or a non-disclosure agreement, in relation to any confidential information.
· Required by GDPR Art. 28
· Also required in US (Colorado 6-1-1308 (5), and other US state privacy laws)
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
Language similar to the C2C DPA DD is acceptable if required by vendor, except limited obligations to train to applicable Data Privacy Laws.  Reject any requirement that we train Personnel on the specific obligations on the Addendum.


	ACCESS TO GALLAGHER PERSONAL DATA AND CONFIDENTIAL INFORMATION

	3.1.2 by user authentication and log-on processes to ensure that only authorised Personnel have access.
Guidance:
Minor edits may be acceptable provided intent of provision remains. These terms may also be captured in separate TOMS or security measures.
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
Language similar to the C2C DPA DD is acceptable if required by vendor.

	SECURITY BREACH NOTIFICATION

	[bookmark: _SECURITY_BREACH_NOTIFICATION]SECURITY BREACH NOTIFICATION
Notice
	4.1 In the event of a Security Breach, Vendor shall handle such Security Breach in accordance with applicable Data Privacy Laws and shall notify Gallagher at least twenty-four (24) hours before notifying the Security Breach to any Regulator or Data Subject. Vendor shall not name Gallagher in any public statement or any notification to a Regulator or Data Subject without the prior written approval of Gallagher.
Guidance: 
If the vendor objects to 24-hour notice, alternative acceptable language: “without undue delay after notifying...”.
If the revised time period is reflected in business days, ensure the time remains less than 72 hours (e.g., 3 business day is not acceptable without approval from applicable privacy lead).
	3.1 In the event of a Security Breach in respect of the Personal Data Processed by or on behalf of the Data Recipient, the Data Recipient shall handle such Security Breach in accordance with applicable Data Privacy Laws.
Guidance:
Acceptable alternative language if vendor requires additional notification provisions:
Option 1 - “and shall notify the Data Discloser without unreasonable delay after notifying the Regulator or any Data Subject.”; or
Option 2 - “and shall notify the Data Discloser at least twenty-four (24) hours before notifying the Security Breach to any Regulator or Data Subject.”
May also accept language similar to the following if required by vendor:  “Data Recipient shall not name Data Discloser in any public statement or any notification to any Regulator or Data Subject without the prior written approval of Data Discloser, unless prohibited by applicable law.”


	SECURITY BREACH NOTIFICATION
Information and updates
	4.2 In such notification to Gallagher, Vendor shall provide Gallagher with sufficient information about the Security Breach and steps it is taking to remedy the Security Breach, to mitigate any risk arising out of it and to prevent it recurring, in order for Gallagher to assess:
4.2.1 the severity of the Security Breach;
4.2.2 the risk posed to Data Subjects;
4.2.3 the appropriateness of the steps being taken to remedy the Security Breach, mitigate any risk arising out of it and prevent it recurring; and
4.2.4 the likelihood of any further Security Breaches.
If sufficient information is not available at the time Vendor is required to notify Gallagher under Clause 4.1 Vendor shall provide as much information as it has available at the time and shall provide timely updates as additional information becomes available.
Guidance:
· As a controller, vendor has its own obligations with respect to a Security Breach and may push back on including this provision.
· Notwithstanding vendor’s role as a controller, Gallagher requires this information from its vendors to the extent that the security breach affects Gallagher’s Personal Data or Confidential Information.
· Required by GDPR Art. 33
· Minor edits may be acceptable provided intent of clause remains.
	N/A [Not in Gallagher as Recipient DPA.]
Reject language similar to Section 4.2 of the Vendor C2C DPA DD.  As a controller Gallagher is not obligated to provide such notice.

	SECURITY BREACH NOTIFICATION
Timely updates
	4.3 Vendor shall continue to provide such updates to Gallagher as to its investigation of the Security Breach at such regular intervals (as reasonably requested by Gallagher) including, without limitation:
4.3.1 the steps it is taking to remedy the Security Breach, mitigate any risk arising out of it and prevent its recurrence; and
4.3.2 any other information reasonably requested by Gallagher.
Guidance: Same guidance as section 4.2
	N/A [Not in Gallagher as Recipient DPA.]
Reject language similar to Section 4.3 of the Vendor C2C DPA DD.  As a controller Gallagher is not obligated to provide such notice.

	SECURITY BREACH NOTIFICATION
Costs
	[bookmark: _Hlk519622014]4.4 Vendor shall be responsible for all costs related to its investigation of the Security Breach and its provision of legally required notifications to Regulators or Data Subjects affected by the Security Breach.
Guidance:
Vendor may require that there be a limitation or cap on liability or otherwise addressed in underlying agreement, in which case refer to guidance provided below relating to liability of liability (Section 10). Any limitation of liability or cap on liability must be accepted by the business.
	3.2 Data Recipient shall be responsible for all costs related to its investigation of the Security Breach and its provision of legally required notifications to Regulators or Data Subjects affected by the Security Breach.
Guidance:
Gallagher will not agree to pay for vendor’s costs relating to any Security Breach or any notification costs unless the Security Breach was solely caused by Gallagher, or there is proportionate liability based on comparative fault.

	[bookmark: _CO-OPERATION_AND_ASSISTANCE]CO-OPERATION AND ASSISTANCE

	CO-OPERATION AND ASSISTANCE
Notifications
	[bookmark: _Ref482810051]5.1 Each party shall promptly notify the other party if it becomes aware of any circumstances that may cause either party to breach the Agreement, this Addendum, or the applicable Data Privacy Laws in relation to Gallagher Personal Data.
Guidance:
Required in US (California CCPA 1798.100(d))
	4.1 The Parties shall work together to ensure that each of them is able to Process  the Personal Data in connection with this Addendum lawfully, fairly and in a transparent manner and in compliance with applicable Data Privacy Laws.
Guidance:
Required in US (California CCPA 1798.100(d))

	CO-OPERATION AND ASSISTANCE
Compliance with laws
	5.2 If there are changes in applicable Data Privacy Laws, both Parties will work together to ensure compliance, which may include, without limitation, entering into such other written agreements as may be required from time to time to enable each Party to comply with applicable Data Privacy Laws.
Guidance:
Required in US (California CCPA 1798.100(d))
	4.2 If there are changes in applicable Data Privacy Laws, both Parties will work together to ensure compliance, which may include, without limitation, entering into such other written agreements as may be required from time to time to enable each Party to comply with applicable Data Privacy Laws.
Guidance:
Required in US (California CCPA 1798.100(d))

	CO-OPERATION AND ASSISTANCE
Demonstration of compliance
	5.3 On Gallagher’s request, Vendor shall promptly make available to Gallagher all information necessary to demonstrate its compliance with this Addendum and applicable Data Privacy Laws.
Guidance:
If vendor objects, consider adding “In the event of a Security Breach” at the beginning of sentence.
Required in US (California CCPA Reg. 7051, and other US state privacy laws)

	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
If vendor requires specific information to be provided by Gallagher, escalate to local BISO and privacy lead to determine what specific information is acceptable to include.  Certain information following may include confidential or privileged information regarding Gallagher or other clients and cannot be provided.  Do not agree to provide forensic reports or other Gallagher proprietary (or privileged) information.  Also do not agree to provide any information beyond what is necessary for the vendor to meet any compliance obligations.  

Consider limiting any requirement to provide information only in the event of a Security Breach.

	CO-OPERATION AND ASSISTANCE
Regulatory or governmental body requests
	5.4 In the event Vendor receives a request from a government body for access to Gallagher Personal Data or Confidential Information, Vendor shall, unless legally prohibited from doing so: (i) provide a copy of the request to Gallagher; (ii) consult with Gallagher and agree upon a response; (iii) challenge the request to the extent, in the reasonable opinion of Gallagher, that such request conflicts with its obligations under applicable Data Privacy Laws; and (iv) only disclose or provide access to Gallagher Personal Data of Confidential Information in response to any requests where legally required to do so.
Guidance:
Minor revisions allowed provided intent of clause remains.
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
A provision similar to 5.4 of the C2C DPA DD template would be acceptable if required by vendor.


	[bookmark: _RESTRICTED_TRANSFER_AND]RESTRICTED TRANSFER AND SPECIAL LOCAL COUNTRY PROVISIONS

	RESTRICTED TRANSFER AND SPECIAL LOCAL COUNTRY PROVISIONS
	6.1 In the event of any Restricted Transfer of the Gallagher Personal Data, the Parties agree that the applicable Restricted Transfer Provisions [http://ajg.com/global-privacy-notice/controller-dpa-terms] shall apply. If applicable, Annexes I and II to the Restricted Transfer Provisions are attached hereto as Exhibit 3.
Guidance:
Similar to the Restricted Transfer provisions in the Vendor C2P DPA Playbook BUT note that the link is to “controller” terms, instead of “processor” terms.
Note that Exhibit 3 (Annex I/II) must be completed if Restricted Transfers or Special Local Country Conditions apply. If not, Exhibit 3 can be removed or left blank.
Acceptable to strike Clause 6 if Restricted Transfer and Special Local Country Provisions are not required.
Refer to “International Transfer Requirements” chart to determine if Restricted Transfer and Special Local Country Provisions are required. Escalate to privacy lead for confirmation.
The key consideration is the country of origin of the data subject.  If the vendor is processing personal data that originates in another country, the country of origin should be considered the “exporting country” when consulting the International Transfer Requirements chart.
If Vendor will not accept online terms, replace hyperlink and URL with “attached as Exhibit __”) and attach a copy of the Restricted Transfer and Special Local Country Provisions as an exhibit.
If Vendor indicates transfer clauses are not needed because they have self-certified under the EU-US Data Privacy Framework, the UK Extension to the EU-US Data Privacy Framework, or the Swiss-US Data Privacy Framework, you can confirm that the vendor is self-certified by checking the participant list using the following link:  Participant Search (dataprivacyframework.gov).  You will want to confirm that they have self-certified for “Not-HR Covered Data.”  The DPA can be revised to state that the “Vendor has self-certified to the EU-US Data Privacy Framework, the UK Extension to the EU-US Data Privacy Framework and the Swiss-US Data Privacy Framework and agrees to maintain its compliance with all requirements relating thereto throughout the term of the Agreement.”  However, if the vendor is also transferring data to the US from other countries outside of the EU, UK or Switzerland, we may want to keep the Restricted Transfer Provisions as part of the Addendum because we rely upon the SCCs for transfers from countries with laws similar to EU GDPR.
	5.1 In the event of any Restricted Transfer of the Personal Data, the Parties agree that the applicable Restricted Transfer Provisions [http://ajg.com/global-privacy-notice/controller-dpa-terms] shall apply. If applicable, Annexes I and II to the Restricted Transfer Provisions are attached hereto as Exhibit 2.
Guidance:
Similar to the Restricted Transfer provisions in the Vendor C2P DPA Playbook BUT note that the link is to “controller” terms, instead of “processor” terms.
Note that Exhibit 2 (Annex I/II) must be completed if Restricted Transfers or Special Local Country Conditions apply. If not, Exhibit 2 can be removed or left blank.
Acceptable to strike Clause 6 if Restricted Transfer and Special Local Country Provisions are not required.
Refer to “International Transfer Requirements” chart to determine if Restricted Transfer and Special Local Country Provisions are required. Escalate to privacy lead for confirmation.
The key consideration is the country of origin of the data subject.  If the vendor is processing personal data that originates in another country, the country of origin should be considered the “exporting country” when consulting the International Transfer Requirements chart.


	RESTRICTED TRANSFER AND SPECIAL LOCAL COUNTRY PROVISIONS
	6.2 In the event that the Gallagher Personal Data is Processed in or transferred from any country identified in the Special Local Country Provisions, the Parties agree to comply with the applicable Special Local Country Provision [http://ajg.com/global-privacy-notice/controller-dpa-terms] with respect to the Processing or transfer of such data.
Guidance: Same guidance as above for Section 6.2.
	5.2 In the event that the Personal Data is Processed in or transferred from any country identified in the Special Local Country Provisions, the Parties agree to comply with the applicable Special Local Country Provision [http://ajg.com/global-privacy-notice/controller-dpa-terms] with respect to the Processing or transfer of such data.
Guidance: Same guidance as above for Section 5.2.

	[bookmark: _Ref111727060][bookmark: _7]ONWARD TRANSFERS	Comment by Monica Wanat: What is the status of the US DOJ pending rule about restricting transfers to: People’s Republic of China (including Hong Kong and Macau) (the “PRC”), Russia, Iran, North Korea, Cuba, and Venezuela.

	ONWARD TRANSFERS
	7.1 Vendor shall only transfer Gallagher Personal Data or Confidential Information to another party, including its Processors, for the Purposes and shall ensure a contract is in place with such party that contains terms materially the same and no less onerous terms than the terms of this Addendum. Vendor shall remain liable for any acts or omissions of its Processors.
Guidance:
Minor revisions are acceptable provided intent of clause remains.
Required in US (California CCPA 5.1, and other US state privacy laws)
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
A provision similar to 7.1 of the C2C DPA DD template would be acceptable if required by vendor, except only agree to ensuring contracts with Processors include “similar” terms instead of “materially the same”.  

	ONWARD TRANSFERS
Adequate safeguarding measures
	[bookmark: _Ref109816106]7.2 If Vendor makes any Restricted Transfers of Gallagher Personal Data, Vendor shall take such further actions to ensure that the transfer is subject to adequate safeguarding measures, such as standard contractual clauses in accordance with applicable Data Privacy Laws, as well as the Agreement and this Addendum.
Guidance:
Minor revisions are acceptable provided intent of clause remains.
· If using a vendor DPA and EEA and UK data is involved, make sure that comparable text is included. 
· Required by GDPR Art. 24 and Art. 46(3)
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
A provision similar to 7.2 of the C2C DPA DD template would be acceptable if required by vendor.  

	ONWARD TRANSFERS
Evidence of safeguarding measures
	7.3 On Gallagher’s request, Vendor shall promptly provide evidence of its compliance with Clause 7.2.
Guidance:
Alternative language if vendor objects:
“Gallagher agrees that Vendor may transfers Gallagher Personal Data to its Processors located in the following countries, [insert countries]. Vendor represents and warrants that any transfer to its Processors in these countries comply with applicable Data Privacy Laws.”
	NA [Not in Gallagher as Recipient DPA.]
Guidance:
A provision similar to 7.3 of the C2C DPA DD template would be acceptable if required by vendor.  

	NWARD TRANSFERS
US sensitive data to countries of concern

	Contact the GPO for assistance if personal data will be transferred to, accessed from, or hosted in any of the following countries: China (Hong Kong / Macau), Cuba, Iran, North Korea, Russia, Venezuela. 

Transfers to these countries may be prohibited or restricted under
Executive Order 14117 of February 28, 2024 (Preventing Access to Americans’ Bulk Sensitive Personal Data and United States Government-Related Data by Countries of Concern) or 28 CFR Part 202  (“DOJ Rule”).

Prohibited transactions are those involving access by a country of concern or covered person that is subject to certain prohibitions generally involving “data brokerage” (broadly defined to include selling, leasing access to, or otherwise transferring or providing any category of covered data to a third party as part of a commercial transaction). 

With respect to restricted transaction, U.S. persons may not knowingly engage in a covered data transaction involving a vendor agreement, employment agreement, or investment agreement with a country of concern or covered person unless the U.S. person complies with certain data security, auditing and compliance requirements.

Certain transactions are exempt, such as financial services, corporate-group transactions (if between U.S. person and subsidiary located in country of concern and incident to administrative business operations such as HR, payroll, taxes, auditors, laws firms, risk management) and telecommunication services.  

A Vendor should not be engaged if they are a Covered Person or will be accessing any U.S. sensitive data (as defined by the Order) from any of the countries of concern, without approval of the Global Chief Privacy Officer and Global Chief Compliance Officer.       

Vendors may meet the definition of covered persons in the Order due to being located or headquartered in any of the countries of concern or for being 50% or more owned, directly or indirectly, by such an entity. Covered persons designated by the U.S. DOJ will also be added to the Covered Persons List and notice will be published in the Federal Register.

For more information, see:
eCFR :: 28 CFR Part 202 -- Access to U.S. Sensitive Personal Data and Government-Related Data by Countries of Concern or Covered Persons
NSD Data Security Program - Compliance Guide - 04112025
	Contact the GPO for assistance if the vendor includes a provision about transferring, accessing, or hosting personal data in any of the following countries: China (Hong Kong / Macau), Cuba, Iran, North Korea, Russia, Venezuela. 

There are prohibitions or restrictions under
Executive Order 14117 of February 28, 2024 (Preventing Access to Americans’ Bulk Sensitive Personal Data and United States Government-Related Data by Countries of Concern) or 28 CFR Part 202  (“DOJ Rule”).

For more information, see:
eCFR :: 28 CFR Part 202 -- Access to U.S. Sensitive Personal Data and Government-Related Data by Countries of Concern or Covered Persons
NSD Data Security Program - Compliance Guide - 04112025

	CONTACTS

	CONTACTS
	8.1 The following individuals are the primary contacts for purposes of any co-operation, communications or notices with respect to this Addendum:
8.1.1
[Name of other party] contact:
[Name], [Title], [Phone], [E-mail]
8.1.2 
[bookmark: _Hlk161220463]Gallagher contact for Security Breaches: cyber_security@ajg.com.
Gallagher contact for all other data protection communications or notices: GlobalPrivacyOffice@ajg.com.
8.2
Each party shall promptly notify the other if any of the above contact information changes.
Guidance:
Minor edits may be acceptable provided intent of clause remains.
	6.1 The following individuals are the primary contacts for purposes of any co-operation, communications or notices with respect to this Addendum:
6.1.1
[Name of other party] contact:
[Name], [Title], [Phone], [E-mail]
6.1.2
Gallagher contact for Security Breaches: cyber_security@ajg.com. 
Gallagher contact for all other data protection communications or notices: GlobalPrivacyOffice@ajg.com.
6.2
Each party shall promptly notify the other if any of the above contact information changes.
Guidance:
Minor edits may be acceptable provided intent of clause remains.

	[bookmark: _INDEMNITY]INDEMNITY

	INDEMNITY
In general
	9.1 Vendor will fully indemnify, keep indemnified, and hold Gallagher and its respective employees, directors, officers, members and agents harmless from and against any and all losses, damages, claims, costs and expenses (including, without limitation, reasonable legal expenses, forensic investigation fees, notification costs and credit and identity monitoring services for a period of two (2) years for affected Data Subjects) suffered or incurred by or awarded against Gallagher as a result of or in connection with:
9.1.1 any breach by Vendor of this Addendum;
9.1.2 a Security Breach;
9.1.3 the costs of any investigative, corrective or compensatory action required by a Regulator, or of defending any investigation, allegation or claim made by a Regulator or Data Subject, in each case, where those fines, costs or claims have arisen as a result of a breach of this Addendum by Vendor; or
9.1.4 where Vendor, through its act or omission, is itself in breach of, or causes Gallagher to be in breach of the applicable Data Privacy Laws.
Guidance:

This clause cannot be deleted in its entirety unless the underlying agreement contains a comparable indemnity provision which requires vendor to indemnify Gallagher for claims relating to data protection and data breaches.

Reject any edits giving Vendor sole control over third-party litigation relating to indemnity.

Vendor may request mutual indemnity. Indemnity can be made mutual if:
1.	Vendor has taken all reasonable steps to mitigate losses;
2.	Losses only relate to direct losses; and
3.	Losses are limited to losses suffered because of a breach of data privacy laws by Gallagher.

The vendor may seek to limit their indemnification obligations to their breach of the DPA (e.g., their failure to adhere to the TOMS or other requirements of the DPA) and not broadly based on the occurrence of a security breach.  This edit might be acceptable if the BISO is comfortable that the TOMS are specific and prescriptive enough to the services being provided and data being shared with or accessed by the vendor.  Escalate to the BISO and applicable privacy lead for review.
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
When Gallagher is the recipient of data, try to avoid including an indemnification clause specific to the DPA. There may already be an indemnity clause in the underlying agreement.
If the vendor requires an indemnity provision, then Gallagher should limit its indemnity obligations to third-party claims, if possible. Consider using the following language:
“Data Recipient agrees to indemnify, defend and hold harmless the Data Discloser and its employees, directors, officers, members and agents, from and against any and all third-party losses, damages, claims, costs and expenses, arising from, in connection with, or based on a Security Breach caused by Data Recipient or any breach of this Agreement or applicable Data Privacy Law by Data Recipient, provided, however, that Data Recipient’s indemnification obligations shall be reduced to the extent such losses, damages, claims, costs and expenses arise from the acts or omissions of the Data Discloser or any third party retained by Data Discloser.”



	[bookmark: _WAVIER_OF_LIABILITY]WAVIER OF LIABILITY LIMITATIONS

	WAVIER OF LIABILITY LIMITATIONS
	10 Notwithstanding anything to the contrary, any provisions in the Agreement that limit Vendor’s liability in any way shall not apply to Vendor’s obligations and responsibilities under this Addendum, including, without limitation, its indemnity obligations.
Guidance:
If using a vendor DPA, make sure a comparable provision is included.
· Gallagher’s first negotiating position is to not accept any limitation of liability for data breaches or indemnity obligations for data breaches.
· If vendor pushes back, check the underlying agreement to see if there is already an agreement on a limitation of liability. That amount may or may not be acceptable to adopt for the DPA.
· In determining limitation of liability, the reviewer should consider the relative bargaining power of the parties; the volume and nature of Personal Data being processed; whether the vendor is a low, medium or high risk processor; and the costs of any investigations of Security Breaches (legal and forensic costs), notification obligations to clients and Data Subjects, credit and identity monitoring and potential litigation.
· Vendor may want to limit liability to annual fees or a multiplier of fees. It is important to understand what the annual fees will be because (a) this could be a low amount compared to relative risk of the vendor, the data involved or the type of processing, or (b) the fees may vary year over year. For this reason, connecting the liability limit to fees is less desirable.
· If unlimited liability cannot be agreed upon, consider matching the amount agreed upon for the cyber insurance policy (i.e., $10M). If aligning limitation to cyber insurance amount, be careful not to condition it on the actual coverage of the policy.
· If you are negotiating a cap on liability, try to carve out credit monitoring, government fines and penalties, and notification costs from the cap. 
· Any limitation of liability provision should not apply to liability caused by gross negligence or intentional misconduct.
· The actual indemnity/limitation of liability amount is a commercial decision and should be approved by the business owner.
If a limitation of liability is agreed upon, recommend having a separate indemnity or limitation of liability for breaches of data protection obligations (separate to the general indemnity/limitation of liability) to avoid aggregate liability.
If a limitation of liability relating to data breaches is agreed upon and the Restricted Transfer provisions apply, then add the following: “, except that such limitations and exclusions of liability will not apply to Vendor’s liability to data subjects under the third party beneficiary provisions of the Restricted Transfer provisions to the extent limitation of such rights is prohibited by applicable Data Privacy Laws.”
Any attempt by the vendor to limit liability for indemnity claims or for data breaches must be rejected and escalated to the business. An example on how to reach back to the business stakeholder is:
“We generally do not accept any limitation of liability for data breaches but recognize that some vendors are not willing to accept uncapped liability. In this case the vendor has rejected uncapped liability and has agreed to a cap of $X million as their liability for data breaches caused by them or their sub-processors.  This cap will need to be approved by [the appropriate person in the business who has authority to sign off on the risk] since there is some risk that this cap may be insufficient to cover any costs or fines that may result if the vendor or its sub-processors have a large data breach. The vendor will be processing ….[Explain the type and volume of data being collected and the countries involved]. The potential regulatory or legal costs may vary depending on the scope of the data breach and the countries involved. We do require that the vendor maintain cyber insurance of $10 million [revise if vendor has agreed to a different amount] and we also have our own cyber insurance that would mitigate that risk in the event of a large data breach. As a result [I would recommend/or I do not recommend] that we accept the $x million cap but ultimately this is a risk decision that must be made by the business.”
The potential cost of a data breach varies based on a number of factors including the type and volume of data, the potential for fines by local regulators and the potential for litigation.  Global average cost of a data breach in 2025 is $4.4M USD.  Cost of a data breach 2025 | IBM

	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
If the underlying agreement includes a limitation of liability provision, consider including the following provision:
“The Parties agree that all liabilities between them under this Addendum will be subject to the limitations and exclusions of liability of the Agreement.”
If the Restricted Transfer provisions apply, then acceptable to add the following: “, except that such limitations and exclusions of liability will not apply to any Party’s liability to data subjects under the third party beneficiary provisions of the Restricted Transfer provisions to the extent limitation of such rights is prohibited by applicable Data Privacy Laws.”

	[bookmark: _11]CYBER INSURANCE

	CYBER INSURANCE
	11 Vendor agrees to maintain throughout the term of this Addendum a cyber-liability insurance policy including coverage for technology errors and omissions and technology products errors and omissions with a minimum limit of ten million US dollars (US$10,000,000) per claim/aggregate, inclusive of defense costs. If coverage is written on a claims made basis, it should include extended reporting conditions of no less than three (3) years after the policy is cancelled. Coverage shall be extended to include network security/privacy liability including: (i) computer or network systems attack; (ii) denial or loss of service; (iii) introduction, implementation or spread of malicious software code; (iv) unauthorized access and use of computer systems; (v) privacy liability and (vi) breach response coverage. Coverage must be maintained for a period of at least three (3) years after termination of the Agreement.
Guidance:
Unless a cyber insurance provision is included in the underlying agreement, this clause cannot be deleted in its entirety.
Any exceptions to the approved deviations must be approved by TPRM and the business stakeholder.
For the minimum limit amount, revise based on local currency and global cyber insurance standards.
Current minimum requirement is $10m as set by Global Security team.
Reason for pushback – Vendor may not have cyber coverage or may not have coverage to this limit.

Approved exceptions are as follows based on vendor risk rating described in the Vendor C2P DPA Playbook:
High Risk Processor: at least $10m Cyber
Medium Risk Processor: at least $5m Cyber
Low Risk Processor: at least $1m Cyber
	[Not in Gallagher as Recipient DPA.]
Guidance:
If the vendor requests Gallagher have cyber insurance, either in the DPA or in the underlying agreement, reach out to your applicable BISO or TPRM to determine the appropriate cyber insurance amount.

	[bookmark: _12]RETURN AND DELETION OF INFORMATION

	RETURN AND DELETION OF INFORMATION
Timeframe
	[bookmark: _Ref109816122]12.1 Subject to Clause 12.2, within thirty (30) days of:
12.1.1 Gallagher Personal Data or Confidential Information no longer being required by Vendor to provide any services under this Addendum or the Agreement;
12.1.2 termination or expiration of this Addendum or the Agreement; and/or
12.1.3 written request of Gallagher,
Vendor shall (a) as Gallagher directs, either securely return all Gallagher Personal Data and Confidential Information to Gallagher (in a timeframe and format requested by Gallagher), and/or securely delete, overwrite or destroy all Gallagher Personal Data and Confidential Information (including copies), such that the data and information are rendered unusable, unreadable, un-reconstructable and un-reidentifiable; and (b) provide written certification to Gallagher that it has fully complied with this Clause 12.1. Vendor shall also instruct its Processor(s) to return or delete all Gallagher Personal Data and Confidential Information as directed by Gallagher.
Guidance: 
As a Controller, vendor may object to this language.
If using a vendor DPA and US data is involved, make sure that comparable text is included.
· Required by GDPR Art. 28
· Also required by US law (Connecticut 42-521 (b)(2) and 42-524(a)(11); Virginia 59.1.579 B.2 and 59-582 A.9 as well as other states: Colorado, Iowa, New Hampshire, New Jersey, Oregon, Texas, Virginia)
Acceptable alternative language:
“Vendor shall securely return, destroy, de-identify or anonymize the Personal Data ad Confidential Information when no longer necessary for the Purposes.”
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
If vendor requires the deletion or return of data at end of contract, acceptable language: “upon request, Data Recipient shall securely return, destroy, de-identify or anonymize the Personal Data when no longer necessary for the Purposes.”
· Reject any requirement that Personal Data should be automatically returned or deleted upon expiration or termination of the Agreement.  Requirement to return or delete should be only upon request.
· Gallagher may be required to retain data (i) under applicable law or regulation, (2) documented, internal retention policies, or (iii) that is automatically retained as part of a computer back-up, recovery or similar archival or disaster recovery system.
· Reject any requirement that Gallagher purge information from Gallagher’s backup or archive systems.
· If requested, Gallagher can agree to provide attestation of return or deletion of the Personal Data but reject any requirement that Gallagher will provide evidence of its deletion of the personal data.  


	RETURN AND DELETION OF INFORMATION
Legally required retention, notification to Gallagher
	12.2 If Vendor is required by Applicable Law to retain any Gallagher Personal Data or Confidential Information, Vendor shall inform Gallagher what it is retaining, the legal reason why it needs to be retained and the period for which it shall be retained. Upon expiry of that period, Vendor shall contact Gallagher for further instruction as to whether to return or destroy the Gallagher Personal Data and Confidential Information and shall act in accordance with such instructions.
Guidance:
As a Controller, vendor may object to this language. 
	N/A [Not in Gallagher as Recipient DPA.]
See comments to section 12.2 above.

	RETURN AND DELETION OF INFORMATION
Comply until deleted or returned
	12.3 Until all copies of the Gallagher Personal Data and Confidential Information are deleted and/or returned, Vendor shall continue to comply with this Addendum.
Guidance: 
Minor revisions are allowed provided intent of clause remains.
	N/A [Not in Gallagher as Recipient DPA.]
Guidance: 
If vendor request similar language to 12.3 of Client C2C DPA – DD, acceptable to include.

	TERM

	TERM
	13. This Addendum shall become effective as of the Effective Date and shall remain in effect during the term of each Agreement between the Parties, unless earlier terminated by either Party.
Guidance: Minor revisions are allowed provided intent of clause remains.
	7. This Addendum shall become effective as of the Effective Date and shall remain in effect during the term of each Agreement between the Parties, unless earlier terminated by either Party.
Guidance: Minor revisions are allowed provided intent of clause remains.




	EXHIBIT 1 - DEFINITIONS

	“Confidential Information”
	means any information of a confidential or proprietary nature whether marked “Confidential” or which by its nature ought to be recognized as confidential or proprietary, which may include marketing information, financial information, technical data and business, strategic and operating plans that Vendor receives from or on behalf of Gallagher in connection with the Agreement or Addendum. or [shall have the same meaning as defined in the Agreement].
Guidance:
Select DPA definition or the definition in the underlying agreement.
If underlying agreement or an NDA with vendor already addresses Confidential Information obligations, it may be acceptable to strike all references to Confidential Information in the DPA. (Note: Try to keep reference to Confidential Information in Section 5 (Security Measures) and definition of Security Breach.)
	N/A [Not in Gallagher as Recipient DPA.]
Guidance:
Gallagher’s confidentiality obligations with respect to confidential information (excluding personal data) should be addressed in NDA or in confidentiality provisions of underlying agreement.

	 “Controller”, “Data Subject”, “Personal Data”, “Personal Data Breach”, “Process”, “Processor”
	shall have the same meaning (or equivalent conceptual term) as defined in applicable Data Privacy Laws (or where not defined in applicable Data Privacy Laws, shall have the same meaning as in the EU General Data Protection Regulation 2016/679 (“GDPR”), and in each case their cognate terms shall be construed accordingly.
	shall have the same meaning (or equivalent conceptual term) as defined in applicable Data Privacy Laws (or where not defined in applicable Data Privacy Laws, shall have the same meaning as in the EU General Data Protection Regulation 2016/679 (“GDPR”), and in each case their cognate terms shall be construed accordingly.

	"Data Discloser"
	N/A [Not in Gallagher as Data Discloser DPA.]
	means the party disclosing Personal Data to the Data Recipient.

	“Data Privacy Laws”
	[bookmark: _Hlk161222068]means any laws or regulations of any jurisdiction governing the privacy, protection or Processing of the Gallagher Personal Data, in each case as such laws are amended, repealed or replaced from time to time, including, without limitation:
[Insert applicable country] Data Privacy Laws.
Guidance: 
Insert local country and add local country definition to list of defined terms
	means any laws or regulations of any jurisdiction governing the privacy, protection or Processing of the Personal Data, in each case to the extent applicable to the use, collection, security or other Processing of the Personal Data relating to the Agreement and in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: 
· [Insert local country] Data Privacy Laws.
Guidance: 
Insert local country and add local country definition to list of defined terms

	“[Country] Data Privacy Laws”
	Insert local country definition
	Insert local country definition

	“Data Protection Regulator”
	means any regulator or supervisory authority governing the privacy or Processing of Gallagher Personal Data with jurisdiction over either party, including without limitation, the UK Information Commissioner’s Office, the European Data Protection Board and any successor body to either regulator from time to time.
Guidance:
The blue highlighted text is only in the global version of the DPA pre-populated with the EU, UK, and US Data Privacy Laws as defined terms.
	means any regulator or supervisory authority governing the privacy or Processing of Personal Data with jurisdiction over either party, including without limitation, the UK Information Commissioner’s Office, the European Data Protection Board and any successor body to either regulator from time to time.
Guidance:
The blue highlighted text is only in the global version of the DPA pre-populated with the EU, UK, and US Data Privacy Laws as defined terms.

	"Data Recipient"
	N/A [Not in Gallagher as Data Discloser DPA.]
	means the party receiving Personal Data from or on behalf of the Data Discloser.

	“Gallagher Personal Data”
	means any Personal Data of Gallagher or its prospective, current or historical customers, business contacts or Personnel, which is Processed by Vendor, or on Vendor’s behalf, pursuant to the Agreement or this Addendum.
Guidance:
If DPA is used outside of EU/UK, last sentence should be revised to state: “Personal Data does not include aggregate, deidentified or anonymized data.”
	N/A [Not in Gallagher as Recipient DPA.]
See the definition of “Personal Data” below.


	“Personal Data”
	N/A [Not in Gallagher as Data Discloser DPA.]
See the definition of “Gallagher Personal Data” above.


	means any Personal Data of Data Discloser or its prospective, current or historical customers, business contacts or employees, which is Processed by Data Recipient, or on Data Recipient’s behalf, pursuant to the Agreement and this Addendum. Personal Data does not include aggregate, anonymized or de-identified data.
Guidance: 
If EEA/UK data is involved, last sentence should be revised to state: “Personal Data does not include aggregate and anonymized data.”

	“Personnel”
	means any employee, officer, director, or individual working as a consultant, independent contractor, agent, and/or temporary worker of a Party (excluding any sub-Processor).
	N/A [Not in Gallagher as Recipient DPA.]

	“Purposes”
	means the specific purposes for which Vendor may Process the Gallagher Personal Data and Confidential Information for the performance of its obligations, and the exercise of its rights, under the Agreement.
Guidance:
Vendor is a controller in this context and may want broader rights to use Personal Data. Although vendor is a controller, recommend limiting right to use Gallagher Personal Data and Confidential Information solely for purposes of fulfilling the services. If vendor is seeking broader rights to use data (such as to aggregate and use it for data analytics or service improvements) consult with the business to determine if broader use of data is acceptable.
	means the specific purposes for which the Data Recipient may Process the Personal Data for the performance of its obligations, and the exercise of its rights, under the Agreement and this Addendum, and to the extent necessary to ensure the effective management, administration, and operation of its business.
Guidance:
Gallagher is a controller and has broader rights to Process Personal Data than as a Processor. Purpose needs to include the right for use the data for the efficient operation of its business.

	“Regulator”
	means a public authority or other supervisory authority governing the activities of and with jurisdiction over either Party from time to time including, without limitation, any body that supervises a particular industry or business activity or a Data Protection Regulator.
	means a public authority or other supervisory authority governing the activities of and with jurisdiction over either Party from time to time including, without limitation, any body that supervises a particular industry or business activity or a Data Protection Regulator.

	“Restricted Transfer”
	means a transfer of Personal Data, where such transfer would be prohibited by applicable Data Privacy Laws in the absence of additional safeguards such as standard contractual clauses approved by a local Data Protection Regulator.
	means a transfer of Personal Data, where such transfer would be prohibited by applicable Data Privacy Laws in the absence of additional safeguards such as standard contractual clauses approved by a local Data Protection Regulator.

	“Security Breach”
	means (i) a Personal Data Breach or (ii) an occurrence of any act, incident, omission or other event by, resulting from or involving Vendor or its (sub-)Processor(s) that (a) compromises the confidentiality, integrity, security or availability of Gallagher Personal Data or Confidential Information; or (b) results in the loss, unauthorized use of, or unauthorized access or damage to or destruction of Gallagher Personal Data or Confidential Information; or (c) requires notification to be given to affected Data Subjects and/or a Regulator including, without limitation, any unauthorized access to, disruption or misuse of any nonpublic information that materially affects the confidentiality, integrity or availability of Gallagher Personal Data.
Guidance:
Acceptable exclusions to this definition: 
“Security Breaches” shall not include: (a) “pings” on an information system firewall; (b) port scans; (c) unsuccessful attempts to log on to a system or enter a database with an invalid password or user name; (d) denial-of- service attacks that do not result in a server being taken offline; or (e) malware (e.g., a worm or virus) that does not result in unauthorized access, use, disclosure, modification, or destruction of Gallagher Personal Data or Confidential Information.
	means the loss, unauthorized use of, or unauthorized access or damage to or destruction of Personal Data caused by Data Recipient or its Processors that requires notifications by Data Recipient to Data Subjects and/or Regulators under applicable Data Privacy Laws. 
Guidance:
Minor revisions to language are acceptable with the goal of a narrow definition of Security Breach to only include breaches where we are legally required to notify the regulator or data subjects.
Do not accept revisions which would require Gallagher to notify the vendor in the event of a “suspected” breach.

	EXHIBIT – ANNEX I AND II TO RESTRICTED TRANSFER PROVISIONS
	If Restricted Transfer are required, then Annex I and II must be completed. If no Restricted Transfer provisions are required, then Annex I and II can be left blank or removed. See guidance above for C2C DPA DD section 6.1 or C2C DPA DR section 5.1.

	REQUIRED DETAILS ABOUT PROCESSING 
	
	

	a. List of Parties
	Data importer(s):
Name: [insert Full Legal Name of Vendor]

	Data exporter(s): 
Name: [insert party]
Data importer(s):
Name: [insert party] 

Guidance:
Data importer and data exporter may vary depending on services provided by the vendor. For example, if it is a recruiting agency in the UK that provides candidate data to AJG US, then the vendor would be the data exporter and Gallagher would be the data importer.

	b. Description of Transfer

	Categories of Data Subjects
	Check the applicable boxes

	Categories of Personal Data transferred
	Check the applicable boxes

	Categories of sensitive (special category) Personal Data
	Check the applicable boxes 

	The frequency of the transfer
	Revise based on most appropriate option considering services being provided:
[Continuous during the duration of Agreement] or [describe frequency, i.e., one-off, quarterly, etc.]

	Nature and Purpose of the Processing
	Personal Data will be Processed by Vendor for the Purposes and in the manner set out in the Agreement.

	The period for which the Personal Data will be retained, or, if that is not possible, the criteria used to determine that period
	For the duration required or contemplated by the Agreement.

	For transfers to (Sub-) Processors, also specify subject matter, nature and duration of the Processing –
	To achieve the purposes of Processing set out above.

	Competent Supervisory Authority/ies
	Identify the competent supervisory authority - Data Protection Commission in Ireland



	ONLINE TERMS - RESTRICTED TRANSFER AND SPECIAL LOCAL COUNTRY PROVISIONS
	If Vendor indicates transfer clauses (e.g. EU Standard Contractual Clauses or the UK Addendum) are not needed because they have been certified under the EU-US Data Privacy Framework, the UK Extension to the EU-US Data Privacy Framework, or the Swiss-US Data Privacy Framework, contact the GPO privacy lead for guidance.
Note: No revisions to EU SCCs or UK Addendum are allowed except with respect to the clauses identified below. All other terms are required to remain as is per the European Commission.

	Definitions
	

	“Data Discloser”
	means the party disclosing Personal Data to the Data Recipient.

	“Data Recipient”
	means the party receiving Personal Data from or on behalf of the Data Discloser.

	“EU Restricted Transfer”
	means a Restricted Transfer of Personal Data by Data Discloser or any of its affiliates to the Data Recipient where such transfer would be prohibited by EU Data Privacy Laws in the absence of the protection for the transferred Personal Data provided by the EU Standard Contractual Clauses.

	“EU Standard Contractual Clauses”
	means the standard contractual clauses set out in the Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of Personal Data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council, as amended or replaced from time to time by a competent authority under the applicable Data Privacy Laws.

	“EU Standard Controller to Controller Clauses”
	means Module 1 of the EU Standard Contractual Clauses.

	“UK Addendum”
	means the EU Standard Contractual Clauses as amended by the International Data Transfer Addendum to the EU Standard Contractual Clauses issued by the UK Information Commissioner.

Guidance:
If there is no UK data involved, it may be acceptable to delete the references to the UK Addendum.  


	“UK Restricted Transfer”
	means a Restricted Transfer of Personal Data by the Data Discloser or any of its affiliates to the Data Recipient where such transfer would be prohibited by UK Data Privacy Laws in the absence of the protection for the transferred Personal Data provided by the UK Addendum.

Guidance:
If there is no UK data involved, it may be acceptable to delete the references to the UK Addendum.  

	1. EU Restricted Transfers (SCCs)

	EU Restricted Transfers
	In respect of any EU Restricted Transfer, Data Discloser (“data exporter”) and Data Recipient (“data importer”) with effect from the commencement of any EU Restricted Transfer, hereby enter into the EU Standard Controller to Controller Clauses, which are incorporated herein by reference and which shall be deemed to be amended as follows:
Guidance:
SCCs are accessible here : Standard contractual clauses for international transfers - European Commission (europa.eu)

No revisions to EU SCCs are allowed except with respect to the clauses identified in the Restricted Transfer Provisions. All other terms are required to remain as is per the European Commission.

It is acceptable to include SCCs in their entirety, instead of only incorporating by reference. If included, then (1) confirm the June 4, 2021 version is included and not an older version of the SCCs; (2) confirm the correct module 1 (Controller to Controller module) is included throughout; and (3) confirm the SCCs are modified to reflect the changes listed in the Clauses below.

Certain countries have transfer laws similar to the EU (see International Transfer Requirements). Gallagher’s approach is to adopt the EU SCCs for those countries. As a result, even if there is no EU data involved, it may be necessary to keep all references to the EU Standard Contractual Clauses.


	
	a. Clause 7 – Docking clause of the EU Standard Contractual Clauses shall not apply;
Guidance:

Escalate to privacy lead if vendor wants docking clause to apply.

	
	b. Clause 11(a) – Redress of the EU Standard Contractual Clauses, the optional language shall not apply;

	
	c. Clause 13(a) – Supervision of EU Standard Contractual Clauses: the supervisory authority with responsibility for ensuring compliance by the Data Discloser (as “data exporter”) with Regulation (EU) 2016/679 as regards the Personal Data transfer, shall act as the competent supervisory authority;

	
	d. Clause 17 – Governing law of the EU Standard Contractual Clauses “Option 1” shall apply and the “Member State” shall be Ireland;
Guidance:
Ireland is the preference, but it may be changed to the EEA country of the Gallagher entity that is a party to this contract. 
Escalate to privacy lead if vendor wants a different country.
Requires the law of one of the EU Member States or EEA countries (Post Brexit) and should in principle be the law of the EEA country in which the data exporter is established and in a country that allows for third party beneficiary rights. 
Gallagher’s preferred choice of governing law is Ireland and Ireland has adapted its legislation in 2021 to allow for third party rights. [irishstatutebook.ie]

	
	e. Clause 18 – For the choice of forum and jurisdiction of the EU Standard Contractual Clauses, the Member State shall be Ireland;
Guidance:
Ireland is the preference, but it may be changed to the EEA country of the Gallagher entity that is a party to this contract.
Requires that if the data exporter is established in the EEA, the designated data protection authority should be the one that is competent to oversee compliance by the exporter with the GDPR
Gallagher’s preferred supervisory authority is Ireland. Gallagher is well established in Ireland and there is no language barrier. If the data exporter rejects Ireland or other EEA country of Gallagher entity due to not having establishment in those countries, exceptions must be approved by Global Privacy Counsel.

	
	f. Annex I of the EU Standard Controller to Controller Clauses shall be deemed to be pre-populated with the detail set out in Annex 1 attached to the Addendum;
Guidance: 
Need to complete Annex I with details of data subjects, data categories, purpose of processing, and duration of processing.
If vendor’s DPA is used, confirm references to Annex 1 are correct.

	
	g. Annex II of the EU Standard Controller to Controller Clauses shall be deemed to be pre-populated with the technical and organisational measures set out in Annex II attached to the Addendum.

Guidance:
If vendor’s DPA is used, updated reference to security measures/TOMS may be necessary.
	g. Annex II of the EU Standard Controller to Controller Clauses shall be deemed to be pre-populated with the technical and organisational measures set out in Annex II attached to the Addendum.

Guidance:
TPRM should review any changes to the security measures to ensure Gallagher can comply with vendor’s proposed changes.

	2 UK ADDENDUM

	
	In respect of any UK Restricted Transfer, Data Discloser (“data exporter”) and Data Recipient (“data importer”), with effect from the commencement of any UK Restricted Transfer hereby enter into the UK Addendum which is incorporated herein by reference and shall be deemed completed as follows:
Guidance:
UK Addendum accessible here: https://ico.org.uk/media/for-organisations/documents/4019483/international-data-transfer-addendum.pdf
No revisions to UK Addendum are allowed except with respect to the clauses identified in the Restricted Transfer Provisions. All other terms are required to remain as is. Acceptable to include UK Addendum in its entirety, instead of only incorporating by reference. If included, then (1) confirm the correct version is included; and (2) confirm the UK Addendum is modified to reflect the changes listed in the clauses below.

	
	a. Table 1 shall be populated with the details of the relevant parties as set out in Annex 1 attached to the Addendum;
Guidance:
Any edits accepted for the SCCs should be reflected here. 
Confirm that the reference to “Annex I” is correct.

	
	b. Table 2 shall be completed as follows:
i. The second tick box shall be selected;
ii. Module 1 shall be indicated as being in operation as Personal Data is shared by Data Discloser as a Controller to the Data Recipient as Controller;
iii. The remainder of Table 2 shall be populated with the relevant options set out in Section 1 above;

	
	c. Table 3 shall be populated with the information set out in Annex I and II attached to the Addendum
Guidance:
Any edits accepted for the SCCS should be reflected here.
Confirm that the reference to “Annex I and II” is correct.

	
	d. Table 4 shall be completed as “neither party”

	3. OTHER RESTRICTED TRANSFERS

	
	In respect of any Restricted Transfer which is neither an EU Restricted Transfer nor a UK Restricted Transfer, Data Discloser (as “data exporter”) and Data Recipient (as “data importer”), with effect from the commencement of any such Restricted Transfer, hereby enter into the EU Standard Contractual Clauses, which shall be deemed amended as is necessary to comply with applicable Data Privacy Laws and as set out in section 1 above, provided and only to the extent that such choices and amends are permitted under applicable Data Privacy Laws.
Guidance:
Certain countries have transfer laws similar to the EU (see International Transfer Requirements). Gallagher’s approach is to adopt the EU SCCs for those countries. As a result, even if there is no EU data involved, it may be necessary to keep all references to the EU Standard Contractual Clauses. If there is no UK data involved, it may be acceptable to delete the references to the UK Addendum.
If vendor has self-certified to EU-US Data Privacy Framework, the UK Extension to EU-US Data Privacy Framework or the Swiss-US Data Privacy Framework and wants to strike the Restricted Transfer Provisions, we may still require this reference to the SCCs if the vendor will be transferring data from countries outside the EEA and UK to the US and we need to rely on the SCCs for those transfers.
Escalate to applicable privacy lead for any requested changes to this provision.

	4. ADDITIONAL SAFEGUARDS

	
	If, at any time, a Data Protection Regulator or a court with competent jurisdiction over a Party mandates that transfers from Controllers in the European Economic Area (“EEA”) or the United Kingdom (“UK”) to Controllers established outside the EEA or the UK must be subject to specific additional safeguards (including but not limited to specific technical and organisational measures), the Parties shall work together in good faith to implement such safeguards and ensure that any transfer of Personal Data is conducted with the benefit of such additional safeguards.
Guidance:
Escalate to applicable privacy lead for any requested changes to this provision.

	5. SUPERCEDE

	
	If and to the extent that any term contained in the Addendum governing the Processing of Personal Data conflicts with any term contained in the EU Standard Controller to Controller Clauses or the UK Addendum, the applicable term in the EU Standard Controller to Controller Clauses or the UK Addendum shall prevail.
Guidance:

Escalate to applicable privacy lead for any requested changes to this provision.

	SPECIAL LOCAL COUNTRY PROVISIONS

	General provisions
	Guidance:
If requested by vendor, Special Local Country Provisions can be attached as an exhibit to the DPA (instead of referenced in Addendum as link to online terms).
Escalate to Global Privacy Counsel for any requested changes to these provisions.
If attaching the Special Local Country Provisions as an exhibit (instead of including the link to the online terms), remove any country provisions if the vendor’s DPA already references those country laws. For example, some vendor DPAs will include terms relating to Switzerland data privacy laws. If that’s the case, then the section on Switzerland can be removed from the Special Local Country Provisions if requested.

	DIFC Provisions
	Part A, Section 2.1
Guidance: Reference in 2.1 to “Annex 1 to the Restricted Transfer Provision” may need to change to vendor exhibit that has Annex 1 to SCCs.

	Guernsey Provisions
	Part B

	Jersey Provisions
	Part C, Section 2
Guidance: References to “Annex 1 to the Restricted Transfer Provisions” may need to change to vendor exhibit that has Annex 1 to SCCs.

	Philippine Provisions
	Part D

	Singapore Provisions
	Part E

	Switzerland Provisions
	Part F

	EXHIBIT/ANNEX– TECHNICAL AND ORGANIZATIONAL MEASURES (TOMS)

	SECURITY | TECHNICAL AND ORGANISATIONAL MEASURES
IN GENERAL

	Guidance: 
Edits should be reviewed by TPRM.
If vendor objects to inclusion of TOMS, see guidance above to Section 2.3.5 and consider moving TOMS to Annex II of SCCs if Restricted Transfer Provisions are required.
	Guidance:
Edits should be reviewed by TPRM.
Gallagher as the data recipient will need to comply with security measures so TPRM will need to confirm that we can comply.
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