DRAFT

DATA PROTECTION ADDENDUM	Comment by Kim Cornell: This DPA should be used when Gallagher is a controller and the other party is also a controller and each party will receive data from the other.  

The terms are mutual.

Text highlighted in yellow needs to be completed or deleted as appropriate.

Delete all comments before sending to third party.

This Data Protection Addendum (this “Addendum”) is entered into on ____________________, ________ (“Effective Date”) by Arthur J. Gallagher & Co. (“Gallagher”) and _______________________ (“Company”) (together, the “Parties”).   	Comment by Kim Cornell: Update with applicable local Gallagher entity name

WHEREAS, the Parties have entered into, and may enter into in the future, one or more agreements (collectively, “Agreement”) for (re)insurance brokering and placement;	Comment by Kim Cornell [2]: Update description as applicable

WHEREAS, the Parties agree that in connection with the Agreement, the Parties may Process Personal Data and such Processing may be subject to certain restrictions mandated by Data Privacy Laws;

WHEREAS, the Parties agree that this Addendum shall apply to each Agreement entered into by the Parties; and

WHEREAS, to the extent that any of the terms in this Addendum contradict or conflict with any of the terms of the Agreement(s), the Parties agree that the terms of this Addendum shall take precedence and supersede the Agreement.

IN CONSIDERATION OF the mutual covenants and agreements set forth below, the Parties agree as follows:

[bookmark: _Ref109816128]DEFINITIONS
All capitalized terms herein shall have the meaning given to them in Exhibit 1.
GENERAL OBLIGATIONS
Each Party agrees to comply with its respective obligations under applicable Data Privacy Laws.   
Each Party is an independent Controller for the Personal Data that it receives from or on behalf of the other Party or otherwise Processes in connection with performing or receiving the services under the Agreement.  
In relation to the Personal Data provided by or on behalf of Company to Gallagher, Company shall ensure that in particular:
it has provided the Data Subjects of the Personal Data with a fair processing notice in accordance with applicable Data Privacy Laws, which allows it to transfer the Personal Data to Gallagher and allows Gallagher to Process it for the Purposes and as set out in its Privacy Notice; and
when required by applicable Data Privacy Laws, it has obtained the consent of the Data Subjects prior to its transfer of the Personal Data to Gallagher to enable it to Process the Personal Data for the Purposes and as set out in its Privacy Notice.
[bookmark: _Hlk160113601]Company acknowledges and agrees that Gallagher shall Process or use the Personal Data and Confidential Information (collectively, “Data”) that it has received from or on behalf of the Company or has otherwise been given access to under the Agreement for the Purposes and in accordance with applicable laws and regulations and its privacy notice available at www.ajg.com/global-privacy-notice.  Company further acknowledges and agrees that Gallagher and its affiliates may aggregate, anonymize or de-identify the Data (“Aggregate Data”) for benchmarking, risk modelling or other data analytics, service or product improvements and offerings, and similar business purposes, and may share Aggregate Data with third parties, provided the Aggregate Data shared with third parties cannot be reasonably linked to the Company or any individual.    
[bookmark: _Hlk160111606]Gallagher may disclose Data that it has received from or on behalf of Company or has otherwise been given access to under this Agreement:
to its affiliates, professional advisors, actuaries, auditors, insurers, sub-contractors, (sub) processors and other similar third parties to the extent necessary for the Purposes and to ensure the effective management, administration, and operation of its businesses, provided that the recipient is under a duty of confidentiality and that if the recipient is located in another country, the transfer is subject to suitable safeguards to ensure an adequate level of protection, including the use of standard contractual clauses where required by applicable Data Privacy Laws; 
to the extent required by law or regulations, where requested or required to do so by a court of competent jurisdiction, tribunal, arbitration body, law enforcement, administrative agency or regulator, or to exercise or defend its rights in a legal dispute related to this agreement; and
for fraud detection and financial management and prevention (including but not limited to disclosure to credit reference agencies or fraud prevention agencies).
[bookmark: _Hlk164261158]Gallagher agrees to establish and maintain appropriate administrative, technical and physical security measures to keep the Data secure and protect such information from unauthorized or unlawful access, destruction, use, modification or disclosure.  Such measures shall include those described on the attached Exhibit 2. 	Comment by Kim Cornell: Optional:  TOMS are not legally required where we are a controller (unless Restricted Transfer Provisions are required).  However, Clients may expect/require TOMS to be included, so the TOMS are included in the template as optional.  
3 [bookmark: _Ref109816044]SECURITY BREACH 
[bookmark: _Ref120742325]
[bookmark: _Hlk519621990]3.1	In the event of a Security Breach, Gallagher shall handle such Security Breach in accordance with applicable Data Privacy Laws and shall (i) investigate the Security Breach; (ii) identify the impact of the Security Breach; (iii) take commercially reasonable actions to mitigate the effects of any such Security Breach; (iv) timely provide any legally required notifications to Regulators and Data Subjects affected by the Security Breach; and (v) notify Company of the Security Breach, subject to applicable confidentiality obligations, the direction of law enforcement, and other limitations to the extent allowed and/or required by applicable laws.  
RESTRICTED TRANSFER AND SPECIAL LOCAL COUNTRY PROVISIONS
[bookmark: _Ref111727037]In the event of any Restricted Transfer of Personal Data, the Parties agree that the applicable Restricted Transfer Provisions [http://ajg.com/global-privacy-notice/controller-dpa-terms] shall apply.  If applicable, Annexes I and II to the Restricted Transfer Provisions are attached hereto as Exhibit 3.	Comment by Kim Cornell: Exhibit 3 (Annex I and II must be completed if Restricted Transfers apply.  Otherwise Exhibit 3 can be removed or left blank.

If TOMs are not included as Exhibit 2 (see option for Section 2.6, then Exhibit 3 should be renumbered Exhibit 2 and TOMS should be moved to Annex II.
In the event that Personal Data is Processed in or transferred from any country identified in the Special Local Country Provisions, the Parties agree to comply with the applicable Special Local Country Provision [http://ajg.com/global-privacy-notice/controller-dpa-terms] with respect to the Processing or transfer of such data.  
1 [bookmark: _Ref111727060]
5	CO-OPERATION AND ASSISTANCE
The Parties shall work together to ensure that each of them is able to Process the Data under or in connection with this Agreement lawfully, fairly and in a transparent manner and in compliance with applicable Data Privacy Laws. 
CONTACTS
[bookmark: _Ref109816116]6.1	The following individuals are the primary contacts for purposes of any co-operation, communications or notices with respect to this Addendum:
[Name of Company] contact:
[Name], [Title], [Phone], [E-mail]
Gallagher contact for Security Breaches: cyber_security@ajg.com. 
Gallagher contact for all other data protection communications or notices: GlobalPrivacyOffice@ajg.com. 
Each Party shall promptly notify the other if any of the above contact information changes.
2 TERM
This Addendum shall become effective as of the Effective Date and shall remain in effect during the term of each Agreement between the Parties, unless earlier terminated by either Party. 
IN WITNESS WHEREOF, the Parties, by their duly authorized representatives, have executed and entered into this Addendum as of the Effective Date.
[Name of Company]					Gallagher	Comment by Kim Cornell: Update Gallagher legal entity
By: 							By: 						
Name:  _________________________           		Name: ____________________________
Title:  __________________________	             		Title: _____________________________
	

	



Exhibit 1
Definitions
	“Confidential Information”



	means any information of a confidential or proprietary nature whether marked “Confidential” or which by its nature ought to be recognized as confidential or proprietary, which may include marketing information, financial information, technical data and business, strategic and operating plans that Gallagher receives from or on behalf of the Company in connection with the Agreement or this Addendum. Confidential Information does not include (i) Personal Data; or (ii) information that (a) was previously known to Gallagher without an obligation not to disclose such information, (b) was independently developed by or for Gallagher, (c) was acquired from a third party without an obligation not to disclose such information, or (d) is or becomes publicly available through no breach of this agreement.

	“Controller”, “Data Subject”, “Personal Data Breach”, “Process”, “Processor”
	shall have the same meaning (or equivalent conceptual term) as defined in applicable Data Privacy Laws (or where not defined in applicable Data Privacy Laws, shall have the same meaning as in the EU General Data Protection Regulation 2016/679 of the European Parliament of the Council (“GDPR”), and in each case their cognate terms shall be construed accordingly.

	“Data Privacy Laws”
	means any laws or regulations of any jurisdiction governing the privacy, protection or Processing of Personal Data, in each case to the extent applicable to the use, collection, security or other Processing of Personal Data relating to the Agreement and in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: 
· [insert applicable country] Data Privacy Laws

	“[Insert applicable country] Data Privacy Laws
	[Insert definition]

	“Data Protection Regulator”
	means any regulator or supervisory authority governing the privacy or Processing of Personal Data with jurisdiction over either Party, including without limitation, the UK Information Commissioner's Office, the European Data Protection Board and any successor body to either regulator from time to time.	Comment by Kim Cornell: Optional:  May strike if UK/EU data is not involved.

	“Personal Data”
	means any personal data or personal information (as defined by applicable Data Privacy Laws) that one Party receives from the other Party or otherwise has access to under the Agreement and this Addendum.  Personal Data does not include aggregated, anonymized or de-identified data.	Comment by Kim Cornell: For UK/EEA/Quebec,Canada, change to “aggregated and anonymized”.

	“Purposes” 
	means the specific purposes for which a Party may Process Data for the performance of its obligations, and the exercise of its rights, under the Agreement and this Addendum.  

	“Regulator”

	means a public authority or other supervisory authority governing the activities of and with jurisdiction over either Party from time to time including, without limitation, any body that supervises a particular industry or business activity or a Data Protection Regulator.

	“Restricted Transfer”

	means a transfer of Personal Data, where such transfer would be prohibited by applicable Data Privacy Laws in the absence of additional safeguards such as standard contractual clauses approved by a local Data Protection Regulator.

	“Security Breach”
	means the loss, unauthorized use of, or unauthorized access or damage to or destruction of Company’s Personal Data caused by Gallagher or its Processors that requires notifications by Gallagher to Data Subjects and/or Regulators under applicable Data Privacy Laws.  





[bookmark: _Hlk164261003]Exhibit 2
Technical and Organisational Measures	Comment by Kim Cornell: Confirm with your local security team that Gallagher can comply with these security measures.  If not revise as appropriate, or replace with division-specific security measures.
[bookmark: _Hlk164069761]Gallagher agrees to implement and maintain the following controls in relation to Personal Data:
1. Measures of pseudonymisation and encryption of Personal Data:

Encrypt Personal Data at rest and in transit, including backup data sets.

2. Measures for ensuring ongoing confidentiality, integrity, availability and resilience of Processing systems and services:

a. Physical access controls

· Reasonable restrictions on physical access to its systems are applied, including maintaining a list of authorized users to facilities containing such systems and appropriate authorization credentials, such as access cards.

b. Electronic access controls

· Unique user IDs and secure passwords with automatic blocking/locking mechanisms.
· Authenticate users prior to accessing Personal Data
· Enforce periodic password changes and limit the reuse of prior passwords
· User access management to include strong passwords or passphrases
· Lock user accounts after multiple, consecutive failed login attempts
· Multi-factor authentication for remote access.
· Virtual Private Network (VPN) required for remote access.
· Access rights implemented which adhere to the approach of least privilege and periodic review of same.
· Defined processes for granting and revocation of access privileges.
· Logging of system access events.
· Authentication and access controls within media, applications and systems, including utilization of multi-factor authentication protocols for all remote access to systems.

c. Data transfer controls

· Security measures to protect Personal Data during electronic transmission (see encryption in (1) above)
· Logs to retain records of transmission of Personal Data 

d. Data entry / input controls

· Security measures (e.g., logging) to ensure that it is possible to determine who has accessed specific systems and information repositories.

e. Availability controls

· Maintain industry-standard network security using commercially available equipment and industry-standard techniques, including firewalls, intrusion detection systems, intrusion prevention systems, denial-of-service attack mitigation, access control lists and routing protocols.
· Install and maintain anti-virus and malware protection software.
· Use a back-up strategy to ensure availability of data for restoration in the event of loss (online/offline; on-site/off-site).

f. Organizational measures

· Maintain written information security policies and procedures including, an Information Security Policy, Data Security Incident and Breach Response Plan and an Information Privacy Policy.
· Provide data protection and information security awareness training to all personnel and ensure they are required to acknowledge the training.
· Conduct pre-employment background checks for personnel consistent with applicable Data Privacy laws.

3. Measures for ensuring the ability to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical incident:

a. Have a disaster recovery plan that is regularly reviewed and tested.
b. Have primary and backup data centres.
c. Back up Personal Data on a daily, weekly and monthly basis.

4. Processes for regularly testing, assessing and evaluating the effectiveness of technical     and organizational measures in order to ensure the security of the Processing:

a. Conduct regular vulnerability scans and penetration tests.
b. Perform regular audits on security measures.
c. Conduct enterprise cybersecurity risk assessments, at a minimum annually

5. Measures for user identification and authorization: See electronic access controls section in (2) above.

6. Measures for the protection of Personal Data during transmission: See (1) above.

7. Measures for the protection of Personal Data during storage: See (1) above.

8. Measures for ensuring physical security of locations at which Personal Data is  Processed: See physical access controls section in (2) above.

9. Measures for ensuring events logging:

a. Monitor system infrastructure 24 X 7 by its Network Operations Center and Security Operations Center.
b. Correlate and actively monitor security logs.
c. Notify relevant teams when suspicious activities occur.
d. Maintain a Personal Data Breach log.
e. Maintain a record of all incidents along with the steps taken to assess impact and remediate where necessary, as part of its incident response process.

10. Measures for ensuring system configuration, including default configuration :

a. Disable unnecessary software.
b. Implement default configurations prior to moving into production.

11. Measures for internal IT and IT security governance and management:

a. Have both a Privacy and a Security Committee.
b. Have a Chief Information Security Officer and a Chief Privacy Officer.
c. Have an established vendor management program.

12. Measures for certification/assurance of processes and products:

Conduct applicable recognised security assessments.

13. Measures for ensuring data minimization, data quality and data retention:

a. Have policies and procedures addressing these principles.
b. Have a Records Management Policy.

14. Measures for ensuring accountability:

a. Maintain records of Personal Data processing activities, where required at law.
b. Undertake regular reviews of its privacy policies and procedures. 
c. See also (4) above.

15. Measures for allowing Data Subject rights requests:

a. Have in place policies and procedures to enable it to action and respond to requests from Data Subjects.





Exhibit 3	Comment by Kim Cornell [2]: Annex I needs to be completed when there are Restricted Transfers.
Annex I to Restricted Transfer Provisions
(To be completed when Restricted Transfer Provisions apply)
Annex I of the EU Standard Contractual Clauses will be populated with the details of the Parties set out in the Agreement.
a. List of Parties
Data exporter(s): 
Name: [insert Party] 
(i) Address: see address in the main Agreement
(ii) Contact person’s name, position and contact details: see contacts clause of the Addendum
(iii) Activities relevant to the Personal Data transferred under these Clauses: as necessary for the Purposes defined in the Addendum
(iv) Signature and date: see signature on the Addendum
(v) Role (Controller/Processor): Controller

Data importer(s):Name: Gallagher 
i. Address: see address in the main Agreement
ii. Contact person’s name, position and contact details: see contacts clause of this Addendum
iii. Activities relevant to the Personal Data transferred under these Clauses: as necessary for the Purposes as defined in the Addendum
iv. Signature and date: see signature on the Addendum
v. Role (Controller/Processor): Controller

b. Description of Transfer 
Categories of Data Subjects whose Personal Data is transferred (all categories may include prospective, active and lapsed individuals) – 
☐ Employees (including contractors, consultants, etc.)
☐ Relatives and next of kin of employees (including contractors, consultants, etc.)
☐ Job Applicants
☐ Customers or parties covered under an insurance policy
☐ Third party claimants
☐ Experts instructed in relation to claims
☐ Witnesses to an incident
☐ Brokers, insurers and reinsurers
☐ Website users 
☐ Others (please describe): __________________________
Categories of Personal Data transferred – 
☐ Name, date of birth, gender, marital status
☐ Professional contact details (such as company name, job title, work email, telephone number and address)
☐ Personal contact details (such as personal email, telephone number and address)
☐ Information relating to the services or products being provided  which may include information relating to insurance policies and claims history
☐ Information about an individual’s job (such as job title, business description, salary, pension and benefit information, education, employment history and professional certifications)
☐ Financial information that does not include security or access codes, passwords or other credentials allowing access to account (such as an individual’s financial history, income, bank account information, credit/debit card inormation, brokerage account number, tax information life insurance data)
☐ Disciplinary records, sanctions checks, background checks, credit checks, anti-fraud checks, or information relating to professinal disciplinary actions
☐ Application access information that does not include passwords or other credentials allowing access to the account (such as username, history of use)
☐ Website and social media data (such as IP address, online identifier, cookies related data, website history, browsing time)
☐ Information captured during telephone or video call recordings or office security (such as CCTV footage or swipe card data)
☐ An individual’s marketing preferences (such as consent or preferred method of communication)
☐ Other (please describe):[_________________________]
Categories of sensitive (special category) Personal Data:
☐ Political opinions, religious or philosophical beliefs or trade union membership
☐ National identifier numbers (such as social security, national health insurance, passport, visa, driving license, voter ID, tax ID, work permit)

☐ Racial or ethnic origin, citizen or immigration status

☐  Physical or mental health data, which may include details about a medical claim made under an insurance policy
☐ Sexual orientation or sex life

☐ Criminal record, including convictions or offenses 
☐ Precise geolocation data
☐ Biometric data
☐ Financial information such as bank acount or debit/credit card number in combination with any required security or access codes, passwords or other credentials allowing access to account 
☐ Application access controls which permit access to account (such as password, biometric data including fingerprints, facial/voice recogniation, retina scans, answers to security questions)
☐ Other (please describe):.............................
The frequency of the transfer (e.g. whether the Personal Data is transferred on a one-off or continuous basis). – 
[Continuous during the duration of Agreement] or [describe frequency, i.e., one-off, quarterly, etc.]
Nature and Purpose of the Processing – 
Personal Data will be Processed by Gallagher for the Purposes and in the manner set out in the Agreement and Addendum.   
The period for which the Personal Data will be retained, or, if that is not possible, the criteria used to determine that period – 
For the duration required or contemplated by the Agreement.
For transfers to (Sub-) Processors, also specify subject matter, nature and duration of the Processing – 
To achieve the purposes of Processing set out above. 
c. Competent Supervisory Authority/ies
Identify the competent supervisory authority - Data Protection Commission in Ireland 
Annex II
[bookmark: _Hlk163475771]Technical and Organisational Measures
See Exhibit 2.	Comment by Kim Cornell: If Exhibit 2 is deleted from Section 2.6 but Restricted Transfer Provisions are required, insert TOMS here.
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