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DRAFT

DATA PROTECTION ADDENDUM	Comment by Kim Cornell [2]: This DPA should be used when (i) Gallagher is contracting with a Vendor/processor; (ii) data will not be transferred outside of the country, and (iii) there is a low volume of personal data (less than 10,00 data subjects) and there is no sensitive data.

Text highlighted in yellow must be completed.

Delete all comments prior to sending to vendor.

[bookmark: _Ref109816128][bookmark: _Hlk188087416][bookmark: _Hlk188088230]DEFINITIONS
All capitalized terms herein shall have the meaning given to them in Exhibit 1.
GENERAL OBLIGATIONS
Vendor is the Processor under the Agreement and shall comply with its obligations under applicable Data Privacy Laws when Processing Gallagher Personal Data. 
Gallagher shall determine the purposes of Processing Gallagher Personal Data and Vendor shall only Process Gallagher Personal Data for the purpose of (and to the extent required for) properly performing Vendor's obligations under the Agreement and this Addendum or complying with written instructions received from Gallagher.  Vendor shall not retain, use, sell, share, disclose or otherwise Process Gallagher Personal Data, whether in aggregate or individual form, for any commercial purpose or other purpose, except as allowed by this Addendum or the Agreement.  Vendor shall also not aggregate, analyze, de-identify, pseudonymize or anonymise any of the Gallagher Personal Data for its own purposes.  
Vendor shall not use any AI System (as defined in the AI Addendum) in connection with the Agreement, Gallagher Personal Data or Confidential Information, or the delivery of services or products to Gallagher without the prior written approval of Gallagher. Each specific use case must be approved by Gallagher in writing. To the extent that Vendor uses an AI System, Vendor agrees to comply with the terms and conditions of the AI Addendum, available at Adendo Gallagher AI | AJG Brasil.
DUE DILIGENCE
Vendor warrants and represents to Gallagher that the information that Vendor provided in response to Due Diligence is accurate and will remain accurate for the duration of this Addendum. Vendor shall provide accurate and prompt responses to Gallagher in relation to any further questions raised by Gallagher as part of its ongoing Due Diligence.
ACCESS TO GALLAGHER PERSONAL DATA AND CONFIDENTIAL INFORMATION
Vendor shall ensure that access to Gallagher Personal Data and Confidential Information is limited (i) to Vendor’s Personnel who need access to the extent strictly necessary to provide the services or to meet Vendor's obligations under the Agreement and this Addendum, are bound by appropriate confidentiality obligations no less onerous than those imposed on Vendor under this Addendum and are trained in applicable Data Privacy Laws; and (iii) by user authentication and log-on processes to ensure that only authorized Personnel gain access to Gallagher Personal Data and Confidential Information.
SECURITY
[bookmark: _Ref109816137][bookmark: _Ref109816031][bookmark: _Ref109816039]Vendor shall at a minimum, implement appropriate technical and organizational measures which	comply with its security obligations under applicable Data Privacy Laws and protect Gallagher Personal Data and Confidential Information from or against unauthorized access, accidental loss, destruction, damage or a Security Breach, taking into account the risks represented by the Processing and the nature of the Personal Data and Confidential Information.  Such measures shall include, as appropriate, (i) pseudonymization and encryption; (ii) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services; (iii) the ability to restore the availability and access to the Personal Data and Confidential Information in a timely manner in the event of a Security Breach; and (iv) a process for regularly testing, assessing and evaluating the effectiveness of those measures.
[bookmark: _Ref109816056]SECURITY BREACH NOTIFICATION
In the event of a Security Breach, Vendor shall:
take all reasonable actions needed to prevent, contain, and mitigate the impact of, such Security Breach, remediate such Security Breach and prevent its recurrence, without undue delay;
[bookmark: _Ref109816087]provide written notice to Gallagher without undue delay and in any event within forty-eight (48) hours after Vendor or its Sub-Processor discovers such Security Breach;
comply with all reasonable requests issued by Gallagher regarding the investigation, containment, mitigation and remediation of the Security Breach and to prevent its recurrence;
[bookmark: _Ref109816067]keep accurate, written records regarding the Security Breach including, without limitation, the cause(s), its effects and any remedial actions taken, in sufficient detail for Gallagher or a Regulator to verify Vendor's compliance with this clause 6. Vendor shall promptly make such records available to Gallagher on request, and shall, in all cases, provide the information and cooperation necessary for Gallagher to timely fulfil any and all reporting obligations under applicable Data Privacy Laws.
In the event of a Security Breach, Gallagher shall in its sole discretion determine whether and in what form, notification is required and to whom and whether Gallagher requires Vendor to make notifications on its behalf. Vendor shall not notify the Data Subjects affected in the Security Breach or any Regulator or other third party without the prior written consent of Gallagher unless such disclosure by Vendor is required by law.
SUB-PROCESSORS
[bookmark: _Ref109816145]Vendor shall not provide access to Gallagher Personal Data or Confidential Information or sub-contract any of its obligations under this Addendum or the Agreement to a Sub-Processor without the prior written consent of Gallagher. 
ONWARD TRANSFERS
[bookmark: _Ref109816106]Vendor and/or its Sub-Processor shall not transfer (which shall include Process or access) any Gallagher Personal Data or Confidential Information to another country without Gallagher's prior written consent. If Gallagher provides such consent, Vendor shall take such further actions to ensure that the transfer is subject to adequate safeguarding measures such as standard contractual clauses as required by Applicable  Law.
[bookmark: _Ref109816111]AUDIT
On Gallagher's request, Vendor shall promptly make available to Gallagher, all information necessary to demonstrate its compliance with this Addendum and applicable Data Privacy Laws. Vendor shall allow and provide reasonable assistance in relation to any audits of its Processing of Gallagher Personal Data, including, without limitation, audits, physical inspections, manual reviews and automated scans or tests of Vendor’s systems, conducted by Gallagher or its designated auditor.  If such audits reveal that Vendor has not complied with the terms of this Addendum or applicable Data Privacy Laws, Vendor shall promptly remedy such non-compliance and implement a corrective action plan at its cost, taking any steps reasonably requested by Gallagher.
NOTIFICATIONS 
Vendor shall notify Gallagher without undue delay: (i) should it be required by Applicable Law to Process Gallagher Personal Data other than in accordance with this Addendum or the written instructions of Gallagher; or (ii) should it become aware that in complying with this Addendum or otherwise following the written instructions of Gallagher, it will breach applicable Data Privacy Laws or other Applicable Laws.
ASSISTANCE AND CO-OPERATION
Taking into account the nature of its Processing of Gallagher Personal Data, Vendor shall provide all assistance reasonably requested by Gallagher in relation to Gallagher's compliance with applicable Data Privacy Laws, including, without limitation: (i) Gallagher's security obligations; (ii) Gallagher's obligations to notify Data Subjects and/or a Regulator of a Security Breach; (iii) Gallagher's obligation to complete and review data protection impact assessments or consult with a Regulator; and (iv) Gallagher’s obligations to respond to requests by Data Subjects to exercise their rights under applicable Data Privacy Laws.  Vendor will notify Gallagher within three (3) business days of any requests it receives directly from a Data Subject, shall cooperate with Gallagher in responding to any such requests and shall only respond to the Data Subject as directed by Gallagher.
RETURN AND DELETION OF INFORMATION
[bookmark: _Ref109816122]12.1	Within 30 days of (i), Gallagher Personal Data or Confidential Information no longer being required by Vendor to provide any services under this Addendum or the Agreement; (ii) termination or expiration of this Addendum or the Agreement; and/or (iii) written request of Gallagher, Vendor shall, as Gallagher directs, either securely return to Gallagher and/or securely delete, overwrite or destroy all Gallagher Personal Data and Confidential Information (including copies), and provide written certification to Gallagher that it has fully complied with this clause.
12.2	If Vendor is required by Applicable Law to retain any Gallagher Personal Data or Confidential Information, Vendor shall continue to comply with this Addendum until all copies of Gallagher Personal Data and Confidential Information are deleted and/or returned.
[bookmark: _Ref109816044]CONTACT
[bookmark: _Ref109816116]Vendor shall give notice of Security Breaches to Gallagher at cyber_secrurity@ajg.com.  For all other data protection communications or notices, Vendor shall contact GlobalPrivacyOffice@ajg.com
INDEMNITY
Vendor will fully indemnify, keep indemnified, and hold Gallagher and its respective employees, directors, officers, members and agents, harmless from and against any and all losses, damages, fines, claims, costs and expenses (including, without limitation, reasonable legal expenses, forensic investigation fees, notification costs to Gallagher’s clients, Data Subjects and/or applicable Regulators, and credit and identity monitoring services for a period of two (2) years for affected Data Subjects) suffered or incurred by or awarded against Gallagher as a result of or in connection with (i) any breach by Vendor of this Addendum; (ii) a Security Breach; or (iii) where Vendor, through its acts or omissions, is itself in breach of, or causes Gallagher to be in breach of applicable Data Privacy Laws.
14.2	Vendor acknowledges and agrees that the foregoing indemnity obligation is excluded from any applicable limitation of liability in the Agreement.
CYBER INSURANCE
Vendor agrees to maintain throughout the term of this Addendum a cyber-liability and technology errors and omissions insurance policy with a minimum limit of ten million US dollars (US$10,000,000) per occurrence/aggregate, inclusive of defense costs.  If coverage is written on a claims made basis, it should include extended reporting conditions of no less than three (3) years in the event the policy is cancelled.  Coverage shall be extended to include network security/privacy liability including: (i) computer or network systems attack, (ii) denial or loss of service, (iii) introduction, implementation or spread of malicious software code, (iv) unauthorized access and use of computer systems, (v) privacy liability and (vi) breach response coverage.  Coverage must be maintained for a period of at least three years (3) years after termination of the Agreement.
TERM
This Addendum shall become effective as of the Effective Date and shall remain in effect during the term of the Agreement, unless earlier terminated by Gallagher.  Notwithstanding the foregoing, any provision of this Addendum which contemplates performance or observance subsequent to any termination or expiration of this Addendum, will survive any termination of expiration of this Addendum and continue in full force and effect.
[bookmark: _DV_M144]

Exhibit 1
Definitions
	“Applicable Law”
	means any law or regulation of any jurisdiction, in each case to the extent applicable to the Parties and their performance of obligations under the Agreement or this Addendum, and in each case as such laws are amended, repealed or replaced from time to time.

	“Bolivia Data Privacy Laws”
	means any laws or regulations in Bolivia governing the privacy, protection or Processing of the Personal Data, in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: the Bolivian Political Constitution of 2009, and any related legislation or regulations.

	“Confidential Information”
	means the confidential and non-public information disclosed by Gallagher to Vendor and/or its Sub-Processor under this Addendum or the Agreement, whether or not such information is marked or otherwise denoted as confidential, and regardless of the manner in which it is disclosed (written, oral or electronic).

	 “Data Subject”, 
“Personal Data”, 
“Personal Data Breach”, 
“Process” (and derivatives), 
“Processor”
	has the same meaning (or equivalent conceptual term) as in applicable Data Privacy Laws (or where not defined in applicable Data Privacy Laws, has the same meaning as in the GDPR).

	“Data Privacy Laws”
	means any laws or regulations of any jurisdiction governing the privacy, protection or Processing of Personal Data, in each case to the extent applicable to the use, collection, security or other Processing of Personal Data relating to the Agreement and in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: 
· Bolivia Data Privacy Laws;
· Paraguay Data Privacy Laws; and
· Peru Data Privacy Laws.

	“Due Diligence”
	means the due diligence undertaken by Gallagher from time to time on the security and Processing of Gallagher Personal Data by the Vendor including Vendor Systems.

	“Gallagher Personal Data”
	means any Personal Data of Gallagher or its prospective, current or historical customers, business contacts or Personnel, which is accessed or Processed by Vendor, or on Vendor’s behalf, pursuant to this Addendum.

	“Paraguay Data Privacy Laws”
	means any laws or regulations in Paraguay governing the privacy, protection or Processing of the Personal Data, in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: Law No. 1682 which Regulates Private Information 2001, as amended by Law No. 1969 of 2002, and Law No. 5543 of 2015 and any implementing legislation or regulations thereunder.

	“Peru Data Privacy Laws”
	means any laws or regulations in Peru governing the privacy, protection or Processing of the Personal Data, in each case as such laws are amended, repealed or replaced from time to time, including, without limitation: Law No. 29.733 on the Protection of Personal Data 2011 (“the Law”), Regulation of Law No. 29733 (“the Regulation”), and any implementing legislation or regulations thereunder.

	“Personnel” 
	means any employee, officer, director, or individual working as a consultant, independent contractor, agent, and/or temporary worker of a party.

	“Regulator”
	means a public authority or other supervisory authority governing the activities of and with jurisdiction over either Party from time to time including, without limitation, any body that supervises a particular industry or business activity or that supervises the privacy, protection or Processing of Personal Data.

	“Security Breach”

	means an actual or reasonably suspected occurrence of a Personal Data Breach, or any act, incident, omission or other event, resulting from or involving Vendor or its Sub-Processor(s) or occurs at Vendor or Sub-Processor’s premises that (a) compromises the confidentiality, integrity, security or availability of Gallagher Personal Data or Confidential Information; (b) results in the loss, unauthorized use of, or unauthorized access or damage to or destruction of Gallagher Personal Data or Confidential Information,; or (c) requires notification to be given to affected Data Subjects and/or a Regulator, including, without limitation, any unauthorized access to, disruption or misuse of any non-public information that materially affects the confidentiality, integrity or availability of Gallagher Personal Data.

	“Sub-Processor”
	means a third party who has been sub-contracted by Vendor to perform any of its obligations under the Agreement or this Addendum and who has access to or Processes Gallagher Personal Data or Confidential Information.
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